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ABSTRACT 

Security Patterns and Architectural Tactics are two well-known 

techniques for designing secure software systems. There is little or 

no empirical evidence on their relative effectiveness for security 

threats mitigation.  This study presents MUA+Patterns, an 

extension of misuse activities that incorporates patterns, and reports 

on a controlled comparison of this method that incorporate these 

techniques for threat mitigation with regard to MAST 

(Methodology for Applying Security Tactics) which already 

incorporates tactics. A simple Tsunami Alert System design was 

analyzed and modified by 40 undergraduate students, and 

significant difference was found for security threats mitigation 

(averaging 3.0 for Patterns versus 1.9 for Tactics, in a 1-to-5 scale).  

This result is contrary to previous results with professional subjects, 

leading us to believe that novices benefit more of detailed advice 

than of high-level concepts. 

CCS Concepts 

• Security and Privacy➝Software and Application 

Security➝Software security engineering. 

Keywords 

Security; Security Patters; Security Tactics; software architecture; 

software architecture security experiment. 

1. INTRODUCTION 
In Software Architecture Design, architects must solve and 

balance issues and concerns expressed by their stakeholders, using 

a decision-making process that usually starts solving Architectural 

Significant Requirements (ASR) [4]. Security-related ASRs have a 

strong dependence on the application domain, and require a 

sophisticated analysis [10].  A systematic approach is needed to 

achieve an acceptable level of quality, but few proposals focus on  

techniques for making whole systems secure [7] [10] [21].  Among 

these proposals are Security Patterns and Architectural Tactics for 

security. 

Ryoo et al. [24] established three general approaches to ensure 

compliance with security attribute goals during software 

architecture design. 
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First, vulnerability-oriented architectural analysis offers a 

comprehensive and exhaustive approach to analyze a broad set of 

potential vulnerabilities but requires a great effort and has a high 

cost. Second, pattern-oriented architectural analysis reduces the 

spectrum of possibilities just over 100 patterns that allows us obtain 

specific solutions for concrete design concerns but are distant to 

connect with security decisions at the level of the entire system. 

Third, tactic-oriented architectural analysis considers a small set of 

abstract design goals and a hierarchy of specific tactics but this 

makes more difficult the traceability among requirements and 

detailed design. 

Architectural tactics were originally popularized by Bass et al. 

[4], and later have been formalized [3], conceptually associated 

with patterns [18], associated to the Common Criteria [16], and 

associated with architectural styles [12]. Tactics are high level 

decisions that fulfill quality attribute concerns in analysis and 

design stages of the software lifecycle [4]. 

Security patterns [10] are encapsulated solutions to recurrent 

security design problems that cover all software lifecycle stages, 

including handling threats and fixing vulnerabilities in software 

systems. Patterns are described using templates that include several 

sections that define in addition to a solution, their use, applicability, 

advantages, and disadvantages. 

To compare the effectiveness of both approaches, we aimed to 

measure volunteers’ performance in threat identification and 

mitigation. Given the different lifecycle scope of both techniques, 

we have compared instead two existing approaches that incorporate 

them: Misuse Activities (MUA) with Security Patterns as the 

mitigation step, and Methodological Approach to applying Security 

Tactics (MAST) [15] (which already incorporates Tactics as 

mitigation step). 

The experimental evaluation presented in this paper involves 

40 undergraduate students, evenly distributed in both approaches. 

Our results yield no significant differences among both techniques 

regarding the number of identified threats, but significant 

difference regarding the quality if the mitigation decisions.  

The remainder of the article is organized as follows: Section 2 

surveys related work; Section 3 describes security threats 

mitigation based on MUA and MAST techniques; Section 4 

presents the experimental design, execution and analysis of results;  

Section 5 discusses the experimental results; and Section 6 

summarizes and concludes. Commented [D1]: @ 

Commented [E2]: I disagree with this statement: there are 
methodologies to connect patterns with design decisions, this is only 

his opinion 



2. RELATED WORK 
The literature records several proposals for using architectural 

tactics to build secure systems. Harrison and Avgeriou [12] 

proposed that the architecture be first defined using architecture 

patterns to determine the structural aspects of the functional 

requirements, and then apply tactics to introduce non-functional 

aspects such as security and reliability. Although this technique 

establishes a notation for specifying tactics in architectural models, 

this technique is very general about how a designer might achieve 

a specific quality attribute.  

Kim et al. [13] have been proposed the tactics as reusable 

UML architectural building blocks that solve specific quality 

attribute concerns, but the designer is limited to the existing catalog 

size. 

Rozanski and Woods [17, 23] defined a design guide for 

security tactics application based on the perspective concept. This 

guidance contains strategies or advices on how to drive a general 

design issue related to improving required quality attributes without 

imposing a particular software structure. They also suggest that the 

application of security tactics may be expressed in the software 

architecture as adding, modifying, or deleting architectural 

elements with specific responsibilities, introducing security 

technologies, or describing new operational procedures to support 

secure operation. However, this technique do not offers details for 

identification and mitigation of threats. 

Bachman et al. [1, 2] proposed a set of activities to reach 

quality attributes, starting with identification of concrete quality 

scenarios,  the following activity being a description of a general 

scenario, a reasoning framework based on a set of independent and 

dependent parameters and their relations [5]. This method focuses 

on identifying, describing and quantifying the response measure on 

compliance with quality attributes but requires a framework of 

reasoning for each type of threat which makes it unfeasible.  

Scott and Kazman [19] contrasted the implementation of 

tactics and architectural patterns for the availability quality 

attribute. 

3. SECURITY THREATS MITIGATION 
Two main techniques have been proposed that incorporate the 

techniques of interest: MUA and MAST [15].  

3.1 Misuse Activities + patterns (MUA) 
MUA is a systematized approach to identify security threats, based 

on the analysis of software and design artifacts, such as Activity 

Diagrams, Sequence diagrams, Class Diagram (for domain 

entities), and Use Cases.  

 

Figure 1.  Example of MUA data asset identification. 

We propose this technique for applying security patterns in 

software design based on the concepts of misuse activities of 

Fernandez et al. [7, 10] and security perspective application of 

Rozanski et al. [17]. We stablish two categories of security assets: 

data items and software functionalities. Data items are identified as 

sensitive domain entities that offer some value to candidate 

attackers (internal or external). Also, we had based the threat 

identification for sensitive software functionalities on misuse 

activities or negative scenarios that allows relating attacks to use 

cases [7]. Its four steps help to identify security threats affecting 

each security attribute. 

1. Identify Data Assets. Review the domain model to identify 

the  entities that handle sensitive data. A list of these entities 

(data assets), with a corresponding number for each entity is 

generated. Figure 1 shows the data asset identification of the 

seismic event reports from information view [17]. 

2. Identify Functional Assets. Review the activity or sequence 

diagrams to identify interactions in which sensitive 

information is traded, where actors can misuse the system, 

where actors can be supplanted in their interactions. A list of 

security-sensitive functionalities is the output for this activity. 

Figure 2 shows the functionalities “sending initial information 

of seismic event” and “saving of the seismic parameters” for 

Tsunami Alert System. 

 

Figure 2.  Example of MUA security critical actions 

identification. 

3. Identify Security Critical Actions. Identify security threats, 

the answers to the following question must be analyzed: 

“What misuse could be done in <action> by <source> which 

compromises <security attribute> from the <data asset>?” [7]. 



Where <action> and <data assets> come from the previous 

steps, security attributes are confidentiality, availability, 

integrity, authenticity and accountability, and <source> is one 

of: outsider (people unauthorized to use the system); an 

unauthorized insider (people that belongs to the organization 

but is not authorized to participate in the activity under 

analysis); or an authorized insider. Figure 3 shows an example 

of security misuse cases identification for the Tsunami Alert 

System for the Chilean Coast described in Section 4.2. 

4. Select Security Patterns. Select the security pattern that 

mitigates each identified threat. 

3.2 Methodology for Applying Security 

Tactics (MAST) 
MAST [15] proposes a sequence of activities to identify 

security threats at the architectural design level, mitigate them 

using security tactics, and document their application. Its activities 

are:  

1. Identify Security Requirements. Definition of the security 

needs in terms of the problem to be solved for developing 

secure software systems. Security requirements are statements 

that describe relations between security principles and goals 

of the future software system [8].   

2. Identify Sensitive Resources. Identification of the key 

security needs where the resources can be sensitive data or 

system functions. This activity identifies what data or systems 

functions must be protected in order to fulfill the security 

requirements. The inputs for this activity are the use case 

model, the information view and the functional view [17]. 

3. Define Security Policies. Security policies identify who is 

entrusted access to the system resources and the restrictions to 

the system resources, the rules of system integrity, and the 

accountability of the resources when they are accessed [17]. 

Figure 3 describes an example of security policy for “seismic 

event report” data item. 

 

Figure 3.  Security policy specification for seismic event 

report. 

4. Describe threat Model. In order to analyze and describe the 

threat model MAST uses Attack Trees, a variant of Fault Tree 

Analysis [5]. Figure 4 shows an attack tree for an external 

attacker who wants seismic parameter sabotage. 

  

Figure 4.  Security Attack Tree [9]. 

5. Select countermeasures. Select one or several 

countermeasures in order to mitigate each identified security 

threat. Countermeasures are organized by attack type. 

6. Identify the security architectural tactics. Select the 

appropriate Security Tactic from a catalog to implement each 

countermeasure. This catalog is grouped in detect, mitigate, 

react to and recover from attacks as shown Figure 5. 

 
Figure 5.  Security tactics catalog [9]. 

7. Specify the security tactics into the software architecture. 

Document the chosen tactic in the architectural models where 

each annotation (circle) indicates the affected component and 

describes a security tactic at the top and the suggested change 

type at the bottom, as shown Figure 6. For example the Seismic 

and EventManager components are annotated with Verify 

Origin message tactic (Svo) and low impact changes (IC). 



 
Figure 6.  Example of security annotations in architectural 

models [15] 

3.3 Comparing MUA and MAST techniques 
We compare the two methods using as criteria the general 

orientation, threat identification, threat mitigation and solution 

specification. 

MUA applies a bottom-up approach that starts by identifying 

concrete security needs analyzing the data model and the 

interactions between users and system on use case scenarios. 

Meanwhile MAST applies a top-down approach that starts 

analyzing problem statement to associate functional requirements, 

constraints, institutional policies and expectations of stakeholders 

with security applicable requirements to the entire system. Also, 

MAST establishes a set of security policies. 

From assets (MUA) and sensitive resources (MAST) threats are 

identified. MUA aims to identify critical actions as misuse 

activities, while MAST uses fault trees on security policies. 

MUA makes threat mitigation using concept maps to navigate on 

the pattern catalog. Meanwhile MAST establishes countermeasures 

to guide mitigation that are mapped to a catalog of tactics. 

In solution specification, Security patterns (MUA) express concrete 

solutions in terms of UML elements that are added to class, data or 

deployment models. Meanwhile tactics are too generic, so MAST 

uses annotations on models indicating the impacted component and 

describing the chosen tactic and proposed changes to the 

component. 

4. EXPERIMENT DESIGN AND 

EXECUTION 

4.1 Scoping 
Goal definition. We designed the experiment in order to compare 

tactics and patterns performing an analysis of security threats 

mitigation at the architectural and detailed design level 

respectively, suitable for the abstraction levels in which each 

technique operate. We designed two groups of subjects: (1) MUA 

for identified threats mitigation using patterns; and (2) MAST for 

identified threats mitigation using tactics. 

Purpose. Compare the quality of mitigation decisions generated by 

each method (MUA and MAST). 

Perspective. The researcher who wants to understand the 

differences in mitigation of security threats using a systematic 

approach for security patterns or tactics. 

Quality focus. Measure the efficiency through individual 

performance in the security threat mitigation.  The number of 

security decisions is the respective measure. 

Context. The context is the building of secure software systems 

supported by the knowledge that encapsulates both patterns and 

security tactics. The experiment is conducted within a Software 

Architecture course at the Departamento de sistemas y 

computación, Universidad de los Andes in Bogotá, Colombia. The 

study corresponds to a course given between August and December 

2015. 

4.2 Planning 
Context Selection. The context of the experiment is related to the 

software design course: Software architecture that is taken by 

undergraduate students mostly in their fourth year at the University.  

Hypothesis formulation. The following hypotheses were stated in 

order to answer the research question for the mitigation process, no 

quality or efficiency results will be studied. However, the number 

of the selected tactics or patterns, called mitigation decisions, will 

be measured to illuminate the following hypothesis: 

H01: There are no differences in the number of mitigation decisions 

between MUA+Patterns and MAST methods. 

H11: There are differences in the number of mitigation decisions 

between MUA+Patterns and MAST methods. 

H02: There are no differences in the number of right mitigation 

decisions between MUA+Patterns and MAST methods. 

H12: There are differences in the number of right mitigation 

decisions between MUA+Patterns and MAST methods. 

To answer these research questions, we defined the following 

variables: 

Dependent variables. The number of security decisions and the 

number of right security decisions taken by the participant subjects.  

Independent variables. Systematic methods for security threat 

mitigation (MUA+Patterns or MAST). 

Selection of subjects. Although subjects were undergraduate 

students, all of them had some professional experience in software 

development or software architecture.  



Table 1. Dataset for the experiment. Groups: 1. MUA + 

Patterns, 2. MAST + Tactics 

NOI: Number of identified threats       NOM: Number of mitigated threats 

Study object. For the comparative study, we used the architecture 

definition of a Tsunami Alert System for the Chilean Coast. The 

architecture document describes the alert decision-making 

subsystem which is structured in a pattern of three layers: (1) the 

presentation layer contains components to interoperate with other 

systems and users; (2) the alert decision-making layer contains 

processing components for measuring seismic events, evaluation of 

information to begin the decision-making processes, alert level 

recommendation by region and generation of the official warning 

bulletin; (3) the data layer has components to persist seismic, sea 

level measurements, pre-modeling scenarios, decision support 

information, and warning bulletin. In addition, participants 

received the specification of a set of use cases, a description of 

sensitive resources, and security policies to identify attacks or 

threats and select patterns or tactics that best resolve and document 

architecture. This documentation was done using an ad-hoc 

notation. 

Randomization. Subjects were randomly assigned to 

MUA+Patterns and MAST groups; a number is used to identify 

each participant to ensure the correspondence between the 

technique applied in training and in the experiment. 

Blocking. To avoid confounding threats caused by previous 

knowledge about security, tactics, and patterns we performed 

training activities to the subjects. This training covered concepts on 

threat identification and application of both security tactics and 

patterns, including the use of catalogs. 

Balancing. The subjects participated in our experiment when they 

were enrolled in a specific academic course. 

Instrumentation. The experience and background of the 

participant subjects was collected through a questionnaire at the 

beginning of the experiment. The objects are the guides that 

participants filled with intermediate and final outputs to achieve the 

identification and mitigation of security threats. The following 

materials were used: 

a. A description of the “Tsunami Alert System” case study that 

contains a problem statement, a model and specification of use 

cases and a software architecture draft describing the initial 

decisions about the architectural style using three views: functional, 

deployment and information models and the architectural protocols 

for the “Send seismic parameters”, “evaluate seismic information” 

and “approve and send the alert bulletin” use cases. 

b. A step by step guide with instructions and intermediate artifacts 

to carry out of each MUA and MAST step. 

c. A  security pattern catalog describing name, intent, concern, 

context and lifecycle stage for 160 patterns and a map to facilitate  

browsing  the catalog. 

d. A tactics catalog describing problem, reasoning and solution of 

17 tactics, using results from a theoretical proposal by our group, 

presented in [9]. 

4.3 Operation 
Participants. The study was done with 40 students in a senior 

undergraduate software architecture course. 

Preparation. The preparation consisted of a concept and principle 

presentation for security patterns and tactics, a pattern /tactic 

catalog reviewing and a notation exemplification for document 

pattern/ tactic into the architecture models. Moreover, the MUA 

and MAST group received training about the steps and intermediate 

artifacts required in each method in order to identify and mitigate 

security threats. 

Execution. The study was conducted during one session of the 

software architecture course. Experimental data were collected 

through a data collection form that contains the step by step guide 

and the intermediate artifacts that the participants should fill. 

Data Validation. Data was collected for forty participants, and no 

data points were discarded after reviewing the delivered artifacts. 

Determining the right decisions (Quality). One expert evaluates 

the quality of decisions made by the participants, to see if the right 

solution has been made for each identified threat. So, one decision 

is considered a good solution if the proposed security pattern or 

tactic mitigates the described threat, adding 1 to the result; if not 

add 0 to the result. 

4.4 Analysis and Results 
Table 1 presents the collected data detailed the number of identified 

threats and the number of mitigations. Table 2 presents the 

collected data detailed the number of right applications of tactics or 

patterns. 

Threat Identification results. We applied a Median Test for the 

threats identified using MUA with the threats identified using 

MAST. No relevant differences were found (p=0.514). 

Results for Number of Mitigation Decisions. We applied a 

Median Test for threats mitigated using MUA+Patterns and MAST 

methods. No significant differences were found (p=0.431). Figure 

7 shows details of the analysis. Nonetheless, MAST should produce 

a slightly better median than MUA+Patterns. 

ID Group NOI NOM  ID Group NOI NOM 

1 1 4 4  21 2 8 8 

2 1 4 4  22 2 5 4 

3 1 5 5  23 2 5 7 

4 1 6 6  24 2 6 8 

5 1 5 5  25 2 5 5 

6 1 4 4  26 2 5 7 

7 1 8 8  27 2 4 6 

8 1 6 5  28 2 5 5 

9 1 3 3  29 2 5 5 

10 1 4 4  30 2 3 4 

11 1 6 6  31 2 7 9 

12 1 4 4  32 2 4 5 

13 1 6 3  33 2 3 3 

14 1 6 6  34 2 4 4 

15 1 6 6  35 2 3 5 

16 1 5 5  36 2 3 6 

17 1 6 6  37 2 6 6 

18 1 6 6  38 2 9 6 

19 1 4 4  39 2 5 5 

20 1 5 5  40 2 6 6 



 

Figure 7. Median test for threat mitigation comparison: 

Patterns v/s Tactics. 

Results for Right Decisions. We applied a Median Test for threats 

mitigated using MUA+Patterns and MAST methods. Significant 

differences were found (p=0.027). MUA+Patterns MAST should a 

better median than MAST.  

Table 2. Dataset for quality rating. Groups: 1. MUA + 

Patterns, 2. MAST + Tactics 

ID GROUP TS  ID GROUP TS 

1 1 3  21 2 0 

2 1 3  22 2 2 

3 1 2  23 2 2 

4 1 5  24 2 1 

5 1 3  25 2 2 

6 1 2  26 2 4 

7 1 3  27 2 0 

8 1 4  28 2 4 

9 1 2  29 2 0 

10 1 0  30 2 0 

11 1 5  31 2 3 

12 1 2  32 2 2 

13 1 3  33 2 3 

14 1 3  34 2 1 

15 1 4  35 2 2 

16 1 5  36 2 2 

17 1 3  37 2 3 

18 1 2  38 2 2 

19 1 3  39 2 4 

20 1 3  40 2 1 

 TS: Total score   

Figure 8 show details of the median test analysis for right mitigation 

decisions. The results show that the MUA+Patterns group 

mitigated their threats more effectively (average=3.0, std.dev=1.0) 

than the MAST (Tactics) group (average=1.9, std.dev=1.3).  

 

Figure 8. Median test for right mitigation decisions: 

Patterns v/s Tactics. 

5. DISCUSSION 
Although the Median Test for threats mitigated using Pattern 

and Tactic techniques do not show significant differences, the 

solution quality on average shows that MUA+Patterns have a better 

performance than MAST (Tactics). We attribute this situation to 

the facts that the subjects were novices regarding architecture; also, 

in software architecture terms, policies are guidelines to apply 

tactics, which in turn may be realized using security patterns. The 

associations are many-to-many: a policy may be applied using 

several tactics, which in turn can be realized using several security 

patterns; conversely, a security pattern may realize more than one 

tactic, and a tactic may come from several policies. 

6. CONCLUSIONS 
This study has presented the MUA+patterns technique for 

security patterns application in software design and an experiment 

conducted to compare Security Patterns and Security Tactics as 

techniques for mitigate security threats. This experiment was 

conducted within our ongoing effort to understand current 

technologies for designing secure software systems. To the best of 

our knowledge, our research project is a support to the lack of 

empirically compared practices for designing secure software 

systems. This study aimed at comparing the mitigation of security 



threats at architectural and detailed design levels, with two 

systematic and methodological approaches: MAST and MUA. 

No significant difference was found for threat identification, 

with both methods having a median threat identification capacity 

of 5 threats per subject.  Significant difference was found for threat 

mitigation, with MUA yielding a 3.0 average score versus a 1.9 for 

MAST. 

This result is contrary to previous results with professional 

subjects, leading us to believe that novices benefit more of detailed 

advice than of high-level concepts. 
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