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Highlights 

• Horizontal reduction based abridging technique is proposed to reduce the number of 

instances without affecting the performance of IDS. 

• Feature sets are reduced by 18.75% in Kyoto University dataset and by 19.51% in NSL-

KDD dataset. 

• The number of instances in training dataset is reduced by 13.86% and 31.76% in Kyoto 

University and NSL-KDD dataset respectively. 

• The insignificant drop of 0.01% and 0.22% in terms of accuracy is noted in Kyoto 

University and NSL-KDD dataset respectively when using the proposed methodology. 

• The positive significant drop in execution time of 38.70% in Kyoto University dataset 

and 95.53% in NSL-KDD dataset is achieved.   

Abstract 

Security is the major concern in the world of internet. Traditionally, encryption, firewall, and 

other security countermeasures are used to secure the data. But, in the modern era of technology, 

the Intrusion Detection System (IDS) plays a major role in the field of security to detect the 

attack type. IDS are tuned in such a way that it learns from historical network traffic data and 

detect normal as well as abnormal event connection from the monitored system. But due to the 

huge size of historical data, this system can suffer major concern like accuracy, false alarms and 

execution time. In this paper, a new abridging algorithm is proposed which is able to horizontally 

reduce the size of network traffic dataset without affecting its statistical characteristics. In the 

literature, vertical data reduction i.e. features selection techniques are always used to reduce 



dataset but this paper evaluates the effect of horizontal reduction which has not been examined 

significantly.  Apart from abridging of horizontal instances, Infinite Feature Selection technique 

is used to extract the relevant features from the dataset and Support Vector Machine classifier is 

used to classify normal and anomalous instances. The performance of the proposed system is 

evaluated on different datasets like NSL-KDD and Kyoto University benchmark dataset using 

various parameters like accuracy, the number of instances reduced, recall, precision, f1-score, t-

value and execution time. 

Keywords: Intrusion Detection System, Big Data, Network Traffic Dataset, Horizontal Data 

Reduction, Dimensionality Reduction 

 

1. Introduction 

Intrusion Detection System (IDS) is a software in the form of application or a device which helps 

in detecting malicious activities policy violation by comparing the behavior of user to the user 

profile and if any malicious activity/ unauthorized event recognized then a control function is 

presented in a computer which automatically controls the event and takes action as a response to 

the event. IDS classified as Signature / Misuse, Anomaly and Hybrid. Signature-based IDS is 

used to detect abnormal activities or attacks in a host or network-based systems. Signature-based 

IDSs recognize intrusions or attacks by comparison of observed data with predefined signature 

or pattern or descriptions of intrusion behavior. Anomaly-based IDS learns about the normal 

activity of the system if any other than learned normal connection occurs it shows that it is an 

attack. 

This paper presents a data abridging technique and uses this technique in intrusion detection 

technique to evaluate the effect on various issues like hugeness of network traffic dataset, feature 

selection, low accuracy and high rate of false alarms. The effect of the reduction of instances on 

accuracy and other performance parameters of IDS is evaluated. The horizontal reduction is 

performed using the proposed data abridging method which can reduce the number of the 

instance without compromising its characteristics. This method is capable to prove its 

applicability in future intrusion detection systems. The performance evaluation of proposed 

technique is carried out using benchmarked NSL-KDD 2009 (Network Security Laboratory-



Knowledge Discovery and Data Mining) dataset (Tavallaee, 2009) [1] and Kyoto University 

Benchmark dataset (Kyoto, 2009) [2]. The experimental results show that proposed IDS is able 

to achieve higher accuracy with low false alarm rates. This approach is able to address the high 

dimensionality issue of network traffic dataset. 

The rest of the paper is organized as follows: Section 2 confers the related literature about 

intrusion detection, dimensionality reduction and various techniques used by researchers. Section 

3 discusses the network traffic dataset used. This section also presents the proposed IDS 

methodology. Section 4 examines the results. Finally, section 5 concludes the study along with 

future directions. 

2. Related Work 

Susan M.Bridges et.al.[3] developed an architecture in which the intrusion detection method is 

integrated with machine learning methods. Genetic Algorithm (GA) is used to improve the 

performance of the system by extracting relevant features from the dataset and tuning the 

membership function. B. Balajinath et.al. [4] develop intrusion detection technique called GBID 

i.e. Genetic Algorithm Based Intrusion Detector. This algorithm is based on “Learning the 

Individual Behavior” methodology which is capable to achieve accuracy of 96.8% and False 

Positive Ratio (FPR) of 3.2%. Khaled Labib et.al. [5] proposed a network-based IDS using Self 

Organizing Map (SOM). The results showed that this technique can distinguish Denial of Service 

(DoS) attack and as well as normal traffic. The most important problem in IDS is to increase the 

detection ratio (DR) and decrease the FPR. Dongseong Kim et.al. [6] uses GA and  Support 

Vector Machine (SVM). The result shows that this approach gives optimal detection rate and 

false alarm rate.  

Latifur Khan et.al. [7] proposed a method, known as Clustering Trees based on SVM (CTSVM). 

This method is used to reduce the training set. R. Nakkeeran et.al. [8] suggested an approach for 

the wireless network which uses Bayesian classifier for training and testing purpose. Hesham 

Altwaijry et.al. [9] used Bayesian probability to develop an intrusion detection system. The 

system used naïve Bayesian classifier and its results are promising in detecting the threats. 

L.Dhanabal et.al. [10] analyzed NSL-KDD dataset and used the WEKA tool to study the 

effectiveness of anomalies detection in the network traffic patterns. A correlation-based feature 



selection method is used to reduce the dimension of the dataset from 41 to 6 features. J48, SVM, 

and Naïve Bayes classifier are used to analyze the performance of the proposed algorithm. It is 

observed that J48 classifier along with correlation-based feature selection gives better performs 

compared to SVM and Naïve Bayes classifier.  

Raman Singh et.al. [11] proposed IDS based on  Online Sequential Extreme Learning Machine 

(OS-ELM) which uses an ensemble of feature selection technique to reduce the features of the 

dataset. This method also uses alpha and beta profiling to reduce the dimensionality of the 

dataset. Giorgio Roffo et.al. [12] proposed a technique which is known as the Infinite Feature 

Selection technique (Inf-FS). This performance of this technique is compared against wrapper, 

filters and embedded method. It is observed that the proposed technique is top performer than 

other considered methods. Mehrnaz Mazini et.al. [13] proposed a hybrid approach for anomaly 

network-based IDS (A-NIDS) which used the Artificial Bee Colony (ABC) for feature selection 

and AdaBoost for low FPR and high DR. To handle massive data is a big challenge for Network 

Intrusion detection system. Selvakumar B et.al. [14] proposed a method for dimensionality 

reduction. They used an ensemble of wrapper methods with Bayesian network, C4.5 and Mutual 

Information (MI) for feature selection.  KDDCUP 99 dataset has 41 features originally but this 

method reduced it to 10 features which reduce the computational cost of the classifier. 

From the literature, it has been found that anomaly-based systems are suffering from various 

issues like low accuracy, high false alarm rate and processing of huge network traffic dataset. 

Feature selection has been used to reduce the dimensionality of the dataset but the reduction of 

instances without losing dataset’s statistical characteristics is not examined thoroughly.   

 

3. Proposed Methodology and Dataset Used 

This section describes the network traffic dataset used for performance evaluation of the 

proposed technique. It also explains various experiments performed on this dataset in order to 

detect intrusions. 

3.1. Network Traffic dataset  



A new dataset (NSL-KDD) is proposed by (Tavallaee, 2009) which soon become a popular 

choice for evaluation IDS because of its variability and inclusiveness of different attacks. This 

dataset consists of 148517 number of connection records in both the training and testing set. Out 

of total records, 121569, 17614, 9334 are of TCP, UDP and ICMP protocol. It contains 77054 

normal and 71463 anomalous connections.  It has 41 features and one class label as shown in 

Table 1. Some of the features are continuous but others are categorical. Continuous feature 

values belong to indefinite set while categorical values are assigned from a definite set. Feature 

number F2, F3, F4, F7, F12, F14, F15, F21, F22 and F42 are categorical and all others are 

continuous. 

Table 1: List of Features of NSL-KDD dataset 

Feature Feature Name  Feature   Feature Name  Feature  Feature Name 

No.    No.    No. 

F1 Duration   F15 Su attempted  F29 Same srv rate 

F2 Protocol type  F16 Num root  F30 Diff srv rate 

F3  Service   F17 Num file creations F31 Srv diff host rate 

F4 Flag   F18 Num shells  F32 Dst host count 

F5 Source bytes  F19 Num access files  F33 Dst host srv count 

F6 Destination bytes  F20 Num outbound cmds F34 Dst host same srv rate 

F7 Land   F21 Is host login  F35 Dst host diff srv rate 

F8 Wrong fragment  F22 Is guest login  F36 Dst host same src port rate 

F9 Urgent   F23 count   F37 Dst host srv diff host rate 
F10 Hot   F24 Srv count  F38 Dst host serror rate 

F11 Number failed logins F25 Serror rate  F39 Dst host srvserror rate 

F12 Logged in  F26 Srvserror rate  F40 Dst host rerror rate 

F13 Num compromised F27 Rerror rate  F41 Dst host srvrerror rate 

F14 Root shell  F28 Srvrerror rate  F42 Class label 

Feature number F42 is class label that shows whether particular connection is normal or 

anomalous in case of binary dataset.  

Kyoto University collected network traffic dataset from November 2006 through August 2009. 

This dataset is captured using honey pots, darknet sensors, email server and web crawler (Kyoto, 

2009).  A part of Kyoto University Benchmark 2009 dataset is taken for experiments. All the 

duplicate and redundant connections are removed. This Dataset consists of 43503 unique 

connections. Out of these, 24933 are normal and 18570 are anomalous connections.  The sub 

dataset is taken for study consist of 16 features and 1 class label. All these features are shown in 

Table 2. Feature number KF2, KF14, KF15, KF16, and KF17 are of the categorical type and 

others are continuous. 



Table 2: List of Features of Kyoto University Benchmark Dataset 

Feature No. Feature Name  Feature No. Feature Name 

KF1  Duration   KF10  Dst host srv count 

KF2  Service   KF11  Dst host same src port rate 

KF3  Source bytes  KF12  Dst host serror rate 

KF4  Destination bytes  KF13  Dst host srvserror rate 

KF5  Count   KF14  Flag 

KF6  Same srv rate  KF15  Source Port Number 

KF7  Serror rate  KF16  Destination Port Number 

KF8  Srvserror rate  KF17  Label 

KF9  Dst host count   --------  ---------------------- 

 

3.2 Proposed Abridging Algorithm and Methodology  

This section describes the proposed technique and methodology used for intrusion detection and 

dataset reduction. The aim of this proposed algorithm is to reduce the size of the dataset so that it 

enhances the classification time of classifier to train the model.  

Three experiments are carried out to reduce the dataset attribute as well as instances. These two 

reductions are named as a vertical reduction (feature selection) and horizontal reduction 

(abridging or instances reduction). All the experiments are implemented in Matlab (Matlab, 

2012) language of technical computing (version R2012b) and RStudio. The experiments are 

performed on a computer system configured with Intel Xeon processor, Microsoft Windows 10 

Professional operating system, 1000 GigaByte hard disc and physical memory of 32 GigaByte. 

10-fold cross-validation is used in all the experiments to reduce the biases in obtained results. 

The performance of all techniques used in all experiments are evaluated using parameters like 

accuracy, recall, precision, execution time, f1-score and t-value The various experiments are 

explained as given below: 

3.2.1 Experiment 1: Full dataset: the First experiment is performed with full network traffic 

dataset without any reduction. This experiment is performed to check the actual quality of 

statistical characteristics and information contained in the whole data. As per the perception, this 

dataset should give maximum accuracy as it contains all information but the execution time may 

be high due to the volume of the dataset. Figure 1 shows the flow of procedures performed to 



carry out this experiment. In each cross-fold validation, the dataset is divided into training and 

testing part and then SVM classifier is used to detection normal and anomalous patterns.   

 

Figure 1: First experiment with full network traffic dataset 

3.2.2 Experiment 2: Vertical Dimensional Reduction  

This experiment is performed to select the relevant features from considered network traffic 

dataset. The Infinite Feature Selection technique (Inf-FS) [12]  is applied to extract relevant 

features from a dataset. Inf-FS gives subsets features from the dataset as a result. This 

experiment is performed to examine the effect of vertical reduction on accuracy and other 

performance parameters of IDS. Figure 2 shows the steps implemented to achieve this objective.  



 

Figure 2: IDS with vertical dataset reduction 

3.2.3 Experiment 3: Proposed Horizontal abridging algorithm 

In this experiment, the dataset is further reduced horizontally as well. A new data abridging 

technique is suggested to reduce the number of instances of the dataset while keeping the main 

nature of it intact. This experiment deals with this reduction technique and examines the effect of 

this reduction of various performance parameters of IDS. Algorithm 1 shows the overall flow of 

the proposed intrusion detection system. 

Algorithm 1. Proposed Intrusion Detection System  

Input:         [𝐹, 𝐿] =  {𝑓𝑖,𝑗 , 𝑙𝑖}
𝑖,𝑗=1

𝑖=𝑐,𝑗=𝑎
 

                    Where, 

                     fi,j = jth feature of ith connection record , li = class label of ith connection record, c= total             

                    number of connection records in network traffic dataset (NTD), a= total number of       

                    features in NTD 

Output:      li_predicted = {0,1}; Intrusion detection alarm (yes if connection is normal otherwise no) 

 

 

(a) [Freduced, L] = InfiniteFeatureSelecttion (F, L); 

For (k=1:10)         % 10 fold cross validation 

(b) TempTraining[Freduced, L]) = Extract_training_part_K_Crossfold; 



(c) Testing([Freduced, L])  = Extract_testing_part_K_Crossfold; 

(d) Training[Freduced, Labridged] = AbridgingAlgo(TempTraining[Freduced, L]);              ( Explained in Algorithm 2) 

(e) li_predicted(k,i) =SVMClassifier (Training[Fabridged, Labridged], Testing([Freduced, L] ); 

end for 

 

 

Algorithm 2 explains the methodology adopted to reduce the dataset horizontally. The main aim 

of this reduction is to reduce the number of instances of training dataset so as IDS takes less time 

to train the model but with the almost same accuracy.  

Algorithm 2. Proposed Data Abridging Algorithm  

Input:         [𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔(𝐹𝑟𝑒𝑑𝑢𝑐𝑒𝑑, 𝐿)] =  {𝑓𝑖,𝑗 , 𝑙𝑖}
𝑖,𝑗=1

𝑖=𝑐_𝑟𝑒𝑑𝑢𝑐𝑒𝑑 ,𝑗=𝑎_𝑟𝑒𝑑𝑢𝑐𝑒𝑑
 

                    Where, 

                     fi,j = jth feature of ith connection record , li = class label of ith connection record in feature reduced data, 

c= total           

                    number of connection records in feature reduced network traffic dataset (NTD), a= total number of       

                    features after feature selection in NTD 

Output:      Training([Freduced, Labridged])  (A abridged training dataset with less number of total instances or 
connections than feature reduced dataset),  No abridging performed for the testing dataset 

                  And  Size(Training) < Size(TempTraining) 

 

 

(a)   TempTraining([𝐹𝑘𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑘𝑛𝑜𝑟𝑚𝑎𝑙 ], [𝐹𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 , 𝐿𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦]) = 𝑠𝑒𝑝𝑎𝑟𝑎𝑡𝑒([𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔(𝐹𝑟𝑒𝑑𝑢𝑐𝑒𝑑, 𝐿)])   
        Where,  separate function divides dataset into normal and anomalous sub dataset. 

(b)    𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 ]𝑐𝑘_𝑛𝑜𝑟𝑚𝑎𝑙 =
𝑑𝑏𝑠𝑐𝑎𝑛([𝐹𝑘𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑘𝑛𝑜𝑟𝑚𝑎𝑙 ], 𝑑𝑠𝑡𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑, 𝑚𝑖𝑛𝑃𝑜𝑖𝑛𝑡𝑠) 

             Where, 

             Fbknormal = Set of features of clustered normal connections  

             Fknormal = Set of features of all normal connections  

             Lbknormal = Lables for clustered normal connection 

            Lknormal = Lables for all normal connection  

            dstThreshold =minimum  distance threshold require to form cluster 

            minPoints = minimum number of connection records require to form cluster and minPoints =1  

ck_normal = total number of clustered obtained in normal sub dataset 

(c)  For (ck = 1:ck_normal)       % For each cluster present in normal sub dataset 

   𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 _𝑐𝑜𝑛𝑡𝑖 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 _𝑐𝑜𝑛𝑡𝑖 ];     𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑎𝑡𝑒 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 _𝑐𝑎𝑡𝑒 ] =

𝐶𝑜𝑛𝑡𝑖𝐶𝑎𝑡𝑒𝑆𝑒𝑝𝑎𝑟𝑎𝑡𝑖𝑜𝑛(𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 ])     

 %ContiCateSeparation divide sub dataset into two parts, one part having only features which are continuous 

in nature while second part consists of only features having categorical nature 

 



𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 _𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 _𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 ] =

 Mean_std_min_max(𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖 ]); 

 

%calculate mean, standard deviation, minimum and maximum of each cluster; For each cluster 5 normal 

instances are prepared as given below: 

Instance_normal1ck: Minimum_values (all_features_each_cluster); 

Instance_norma2ck: Maximum_values (all_features_each_cluster); 

Instance_normal3ck: row_wise_mean_value (all_features_each_cluster ); 
Instance_normal4ck: abs(sum_mean_std(all_features_each_cluster )); 

Instance_normal5ck: abs(subtraction_mean_std(all_features_each_cluster )); 

TempTraining[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 _𝑐𝑙𝑢𝑠𝑡𝑒𝑟 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖_𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ]𝑐𝑘 =
[𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒1; 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒2: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒3: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒4: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒5] 

TempTraining[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 _𝑐𝑙𝑢𝑠𝑡𝑒𝑟 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑜𝑛𝑡𝑖_𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ]𝑐𝑘𝑎 =

𝑚𝑜𝑑( 𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑎𝑡𝑒 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙_𝑐𝑎𝑡𝑒 ]) 

 

End for 

TempTraining([Freduced_normal, Labridged_normal]) = Collect_abridged_normal_tempTraining _for-

each_cluster_for_conti_cate_subdataset; 

 

(d)     [𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 ] = 𝑑𝑏𝑠𝑐𝑎𝑛([𝐹𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 , 𝐿𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦], 𝑑𝑠𝑡𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑, 𝑚𝑖𝑛𝑃𝑜𝑖𝑛𝑡𝑠) 

            Where, 

            Fbanomaly = Set of features of clustered anomalous connections  

            Fkanomaly = Set of features of all anomalous connections  

            Lbkanomaly = Lables for clustered anomalous connection  

            Lkanomaly = Lables for all anomalous connection  

(e) For (cka = 1:ck_anomaly)       % For each cluster present in anomalous sub dataset 

   𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 _𝑐𝑜𝑛𝑡𝑖 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 _𝑐𝑜𝑛𝑡𝑖 ];     𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 _𝑐𝑎𝑡𝑒 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑎𝑡𝑒 ] =

𝐶𝑜𝑛𝑡𝑖𝐶𝑎𝑡𝑒𝑆𝑒𝑝𝑎𝑟𝑎𝑡𝑖𝑜𝑛(𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 ])     

 %ContiCateSeparation divide sub dataset into two parts, one part having only features which are continuous 

in nature while second part consists of only features having categorical nature 

 

𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 _𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 _𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑 ] =

 Mean_std_min_max(𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖 ]); 
 

%calculate mean, standard deviation, minimum and maximum of each cluster; For each cluster 5 anomalous 

instances are prepared as given below: 

Instance_ anomaly1cka: Minimum_values (all_features_each_cluster); 

Instance_ anomaly2cka: Maximum_values (all_features_each_cluster); 

Instance_ anomaly3cka: row_wise_mean_value (all_features_each_cluster ); 

Instance_ anomaly4cka: abs(sum_mean_std(all_features_each_cluster )); 

Instance_ anomaly5cka: abs(subtraction_mean_std(all_features_each_cluster )); 

TempTraining[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖_𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ]𝑐𝑘𝑎 =
[𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒1; 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒2: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒3: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒4: 𝐼𝑛𝑠𝑡𝑎𝑛𝑐𝑒5]; 

TempTraining[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖 _𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦_𝑐𝑜𝑛𝑡𝑖_𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ]𝑐𝑘𝑎 =

𝑚𝑜𝑑( 𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔[𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦𝑐𝑎𝑡𝑒
, 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙 𝑦𝑐𝑎𝑡𝑒

]) 

End for 
TempTraining([Freduced_anomall, Labridged_anomaly]) = Collect_abridged_anomalous_tempTraining _for-each_cluster-

for_conrti_cate_subdataset; 

    



(f)  𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔([𝐹𝑟𝑒𝑑𝑢𝑐𝑒𝑑, 𝐿𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑]) =
𝑟𝑎𝑛𝑑𝑜𝑚𝑖𝑧𝑒𝐼𝐷𝑋([𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔([𝐹𝑟𝑒𝑑𝑢𝑐𝑒𝑑𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑𝑛𝑜𝑟𝑚𝑎𝑙 ])𝐹𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 , 𝐿𝑏𝑘𝑛𝑜𝑟𝑚𝑎𝑙 ] 𝑈  

 [𝑇𝑒𝑚𝑝𝑇𝑟𝑎𝑖𝑛𝑖𝑛𝑔([𝐹𝑟𝑒𝑑𝑢𝑐𝑒𝑑_𝑎𝑛𝑜𝑚𝑎𝑙𝑙, 𝐿𝑎𝑏𝑟𝑖𝑑𝑔𝑒𝑑_𝑎𝑛𝑜𝑚𝑎𝑙𝑦])𝐹𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 , 𝐿𝑏𝑘𝑎𝑛𝑜𝑚𝑎𝑙𝑦 ]) 

            Where,  

            randomizeIDX is used to randomize indices to avoid any biases. 

 

In this technique, normal and anomalous instances are separated first and (Density-Based Spatial 

Clustering of Applications and Noise (DBSCAN) [15] clustering algorithm is used to find out 

similar connections. For clusters whose cardinality is more than five, all instances of these 

clusters are replaced with only five calculated instances and it is expected that these five 

instances are capable to define statistics of the full cluster. Then SVM classifier is applied to find 

out the performance of IDS with feature and instances reduced dataset. During the clustering of 

instances, different threshold values are used and comparative analysis of performances are 

carried out. In the end, the Technique for Order of Preference by Similarity to Ideal Solution 

TOPSIS [16] is used to suggest one of the best threshold value on the basis of overall best 

evaluation parameters analysis. 

 

4. Results Analysis and Discussion 

This section discusses the results yielded from the proposed methodology. In order to evaluate 

the performance of the proposed methodology, NSL-KDD and Kyoto University dataset have 

been used. 

4.1 Intrusion Detection: Full dataset  

In this experiment, the actual quality of statistical information of full dataset is measured. The 

values of the various parameters obtained are given in table 3. These values will be used for 

comparative analysis of reduced dataset in later experiments.  

Table 3: IDS with full Kyoto University Benchmark and  NSL-KDD Dataset 

Sr. No.  Performance Parameter  Result Obtained  Results Obtained 

      Kyoto Univ. dataset NSL-KDD dataset 

1.  Accuracy   87.56%   97.33% 

2.  Recall    80.34%   99.63% 

3.  Precision   97.81%   95.40% 

4.  F1- Score   88.21%   97.46% 



5.  Execution Time    118.8 Seconds  4644 Seconds 

 

 

4.2 Intrusion Detection: Feature Reduced Dataset 

Infinite Feature Selection Technique (INFFST) is used to discard the irrelevant features from 

both the datasets. Table 4 shows the various features selected in this process. The number of 

features in Kyoto University dataset is reduced from 16 to 13 which reduce the features by 

18.75%. In the case of NSL-KDD dataset, only 33 features out of 41 features are selected. This 

translates to an effective reduction of 19.51%. 

Table 4: Selected Kyoto University Benchmark 2009 and NSL-KDD features using INFFST 

Dataset Name   Features Selected 

Kyoto University  KF1, KF2, KF3, KF4, KF5, KF7, KF8, KF9, KF10, KF13, KF14, KF15,  

Benchmark   KF16 

 

NSL-KDD F1, F2, F3, F4, F6, F8, F9, F10, F12, F14, F15, F16, F17, F18, F19, F20, 

F21, F22, F23, F24, F25, F26, F27, F28, F29, F30, F31, F32, F34, F37, F38, 

F40, F41 

 

 

Table 5 shows the results yielded with feature reduced dataset. The comparative analysis of IDS with 

feature reduced dataset (Table 5) and full dataset (Table 3) shows that there is no significant difference of 

performance and it is evident that the features selected are optimal. The one significant benefit of 

reducing features at this stage is that it notably reduces execution time. The reduction in execution time in 

case of NSL-KDD is outstanding. It means the IDS will now take less time in training the model and 

detecting the threat.  

Table 5: SVM on Kyoto University Benchmark  and NSL-KDD selected features 

Sr. No.  Performance Parameter  Result Obtained  Results Obtained 

      Kyoto Univ. dataset NSL-KDD dataset 

1.  Accuracy   87.86%   97.98% 

2.  Recall    80.50%   98.80% 

3.  Precision   97.79%   97.30% 

4.  F1- Score   88.30%   98.04% 

5.  Execution Time   104.4 Seconds  396.6 Seconds 

 

 

4.3 Intrusion Detection: Horizontal Reduction 



This experiment emphasizes the possibility of instances reduction in order to further reduce the 

execution time without significantly dwindle the performance of IDS. The proposed abridged 

algorithm is designed to tune as per requirement and hence threshold value can be set as per 

volume of the dataset to be reduced. The threshold value has an effect on the number of instances 

to be grouped in one cluster and hence it is easy to reduce dataset as per user’s requirement.  

Table 6 shows the performance of IDS with proposed abridging algorithm tested on Kyoto 

University dataset in varying threshold values.  

Table 6: IDS with abridged Kyoto University Benchmark  dataset 

Sr.      Threshold       Training Instances          Accuracy    Recall          Precision        F1-score         T-value         Execution     

No.                               Reduction (%)                (%)                   (%)             (%)                 (%)                                      Time       

                                                                                                                                               

1.   0.05            11.31         87.51     80.6          96.8    87.9            0.163    76.50 

2.   0.08            13.86         87.55     80.9          96.6    88.0            0.202    72.82 

3.   0.10            15.20         87.54       80.8          96.6    87.9            0.223    68.75 

4.   0.20            19.11         87.40     80.6          96.7    87.9            0.286    60.33 

5.   0.30            22.76         87.35     80.5          96.7    87.8            0.347    55.26 

6.   0.50            26.70         87.11      80.1          96.7       87.6            0.415    50.10 

 

 

With the increase in the threshold value, the number of instances reduces incrementally but the 

performance of the system start decreasing beyond one point and execution time start improving. 

So, there is a tradeoff between, threshold value, performance and execution time. This remains 

an open question for researchers to balance this tradeoff.  It is further analyzed that accuracy 

remains between 87.11% to 87.55% when the threshold value is varied between 0.50 to 0.05. 

The execution time is significantly reduced which will helps IDS to respond more quickly.  

Table 7 shows the results performance of IDS with abridged NSL-KDD dataset along with 

varied threshold value. The same analysis is evident with NSL-KDD dataset. With the increase 

in threshold values, more training instances can be reduced which however may have a slight 

effect on the accuracy; however, always has improved execution time. It is also found that the 

empirical value of the threshold may be different from various datasets. The reduction in 

execution time is significant as the threshold value is increased.  

Table 7: IDS with abridged NSL-KD dataset 

Sr.      Threshold       Training Instances          Accuracy    Recall          Precision        F1-score         T-value         Execution     

No.                               Reduction  (%)               (%)                   (%)             (%)                 (%)                                      Time       



                                                                                                                                               

1.    1.0            01.48                   97.93     98.6          97.3    97.9             0.026    383.72 

2.    2.0            22.55         97.76     98.9          96.7    97.7             0.470    254.4 

3.    3.0            31.76         97.11     99.4          95.1    97.2             0.680    207.53 

4.    3.5            43.12         96.56     99.2          94.3    96.6             0.980    143.9 

5.   4.0            44.66         96.36     99.2          94.0    96.5             1.023    136.57 

6.   5.0            49.27         95.87     99.2          93.1    96.0             1.153    113.4 

 

 

In order to break tradeoff and select one threshold value for comparative analysis of results, 

TOPSIS is used to find out the best threshold value. For this experiment, the weight of 

parameters like training instances reduced, accuracy and t-value is assigned twice than 

parameters like recall, precision, execution time and F1-score. T- value shows the statistical 

similarity between the two datasets. In this experiment, T- value shows how much-abridged 

dataset is statistically similar to the original full dataset. Table 8 gives the various TOPSIS 

confidence values obtained with both the datasets. 

Table 8: TOPSIS value for Kyoto University Benchmark and NSL-KDD Dataset 

Sr. No Threshold for  TOPSIS Value for Threshold for  TOPSIS Value for         

  Kyoto University  Kyoto University  NSL-KDD dataset NSL-KDD dataset 

Dataset   Dataset                                                                                                                                              

1. 0.05   0.5181   1.0   0.4865 

2. 0.08   0.5222   2.0   0.5218 

3. 0.10   0.5102   3.0   0.5326 

4. 0.20   0.5218   3.5   0.5220 

5. 0.30   0.5049   4.0   0.5196 

6. 0.50   0.4762   5.0   0.5135 

 

From the table 8, it is evident that threshold value 0.08 (highest TOPSIS value: 0.5222) is 

optimal for Kyoto University dataset whereas threshold value of 3.0 (highest TOPSIS value: 

0.5326) is best for NSL-KDD dataset. In further analysis, the performances of IDS with these 

threshold values are taken for further discussion. 

Figure 3 shows the comparative performance of IDS with full and abridged Kyoto University 

dataset. With the abridged dataset, IDS is able to achieve 87.55% accuracy while instances are 

reduced by 13.86%.  From this figure, it is evident that performance parameters like accuracy, 

recall, precision, and F1-score gained comparable values with a full dataset as well as the 



abridged dataset. From the figure, it is also found out that the reduction in instances is 

significant.  

 

Figure 3: Performance analysis of IDS with full and abridged Kyoto University dataset 

Figure 4 shows the effect of data reduction in execution time of IDS with Kyoto University 

dataset. From figure 4, it is evident that execution time is improved significantly when data 

abridging is used. It is registered in the literature that features reduced dataset always have better 

effect in execution time but now it is evident that it is possible to further reduce execution time 

using horizontal reduction (instances reduction). 

 

Figure 4: Execution time of IDS with Kyoto University dataset 
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Figure 5 shows the comparative analysis of IDS with full and abridged NSL-KDD dataset. From 

this figure, it is evident that there is no significant degradation of accuracy, recall, precision and 

F1-score in the abridged dataset if it is compared with the full dataset. The proposed 

methodology is able to achieve similar performance but with compelling reduction of the number 

of instances.   

   

Figure 5: Performance analysis of IDS with full and abridged NSL-KDD dataset 

Figure 6 shows the execution time taken by IDS with full, feature reduced and abridged dataset. 

The difference between the execution time of IDS with the abridged and full dataset is enormous. 

This proves that the reduction of dataset actually helps IDS to detect threats in less time.  
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Figure 6: Execution time of IDS with NSL-KDD dataset 

5. Conclusion and Future Work 

The rapid growth of cybersecurity and constant change in threats types make anomaly-based 

Intrusion Detection System a better futuristic security countermeasure. The volume of network 

traffic dataset is a serious concern in learning of attack patterns and responding within the golden 

time frame. To overcome this issue, a data abridging algorithm is proposed. In the proposed 

algorithm not only features are reduced but also horizontal reduction is carried out. In the 

horizontal reduction, data abridging algorithm is applied to reduce the number of instances. 

Support Vector Machine is used as IDS in order to perform the comparative analysis of the 

proposed methodology. Infinite Feature Selection technique is capable to reduce features by 

18.75% in Kyoto University dataset while 19.51% in NSL-KDD dataset.  

The maximum accuracy of 87.56% and 97.33% is achieved with full Kyoto University and NSL-

KDD dataset respectively. The execution time for achieving this accuracy is 118.8 and 4644 

seconds. If the proposed methodology is used, the system is able to achieve 87.55% and 97.11% 

of accuracy with abridged Kyoto University and NSL-KDD dataset. The proposed methodology 

is able to achieve these comparable accuracies in execution time of 72.82 and 207.53 seconds, 

which are way far less than earlier time. The proposed methodology also reduced the number of 
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instances in training dataset by 13.86% and 31.76% in Kyoto University and NSL-KDD dataset 

respectively. 

Various results encourage the use of the proposed technique for intrusion detection. Results 

suggest the use of data abridging methodology along with feature selection technique for huge 

network traffic dataset will significantly improve execution time without affecting the 

performance of IDS. The proposed technique addresses various issues of IDS and network traffic 

dataset and it provides an opportunity to reduce the training dataset at par memory requirement. 

In the future, Hadoop and cloud integration with abridging methodology will be proposed to 

further reduce the execution time. The effectiveness of horizontal reduction can also be tested on 

other than network traffic datasets. 
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