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Internet Attacks and Intrusion Detection System: a review of the literature 

Abstract 

Purpose – The paper addresses various cyber threats and their effects on the Internet. A review 

of the literature on Intrusion Detection Systems as a means of mitigating Internet attacks is 

presented, and gaps in the research are identified. The paper aims to identify the limitations of 

the current research and present future directions for intrusion/malware detection research.   

Design/methodology/approach – The paper presents a review of the research literature on 

Intrusion Detection Systems, prior to identifying research gaps and limitations and suggesting 

future directions.   

Findings – The popularity of the Internet makes it vulnerable against various cyber attacks. 

Ongoing research on intrusion detection methods aims to overcome the limitations of earlier 

approaches to internet security. However, findings from the literature review indicate a number 

of different limitations of existing techniques: poor accuracy, high detection time and low 

flexibility in detecting zero day attacks.  

Originality/value - This paper provides a review of major issues in intrusion detection 

approaches. On the basis of a systematic and detailed review of the literature, various research 

limitations are discovered.  Clear and concise directions for future research are provided. 

Keywords: Internet, Online System, Cyber Attack, Intrusion Detection System, Malware 

1. Internet, Malware Epidemic and Intrusions: Background 

Malware such as viruses, worms, Trojan horses, root kit, botnet, spyware etc. are used for 

intrusion into computer networks (Abraham and Chengalur-Smith, 2010), often without the 

knowledge of computer owners and network managers. Malware intrusions are carried out to 

gain unauthorized access to personal files, to destroy sensitive files, and to steal information. 

Beyond unauthorized access to home computers, researchers are also concerned about the impact 

of malware on online information databases such as Wikipedia. Such community based online 



databases are highly vulnerable to active modification attack. Concerns have also been raised in 

relation to archaeological data, which is at serious risk because of its value to archaeological 

tomb raiders. Such online information requires protection and security (Holzinger et. al., 2010).  

Similarly, the security of online patient data is a major concern across society. For example, the 

privacy of online patient data, including online biomedical services, must be protected from 

intruders (Ziefle et. al., 2011; Kieseberg et. al., 2014).   

As increasing amounts of sensitive data are stored and accessible via online networks, the 

Internet and computer networks require security to protect against such malware attacks and 

intrusions. Security systems like anti viruses, firewalls, and Intrusion Detection Systems (IDS) 

are used to protect computer systems from hackers and crackers. It can be detected by inspecting 

its payload or by processing network traffic dataset. IDS can also be used to detect malware 

(Overton, 2005). Payload inspection fails to detect unknown attacks while IDS reacts fast for 

dynamic behavior malware. Most of them are now network based which makes IDS suitable for 

their detection. Unlike anti-viruses, IDS does not require definition updates for its detection 

(Tylman, 2010).  

This research aims to illuminate the growth of internet attacks in recent years, and review the 

various countermeasures proposed to stop the epidemic of malware. From the recent review of 

literature various research gaps and future research directions are also presented. This paper is 

organized as follows: Section 1 discusses the growth of internet attacks in recent years. Section 2 

describes the various types of malware presently dominating online attacks. Section 3 explains 

the basic architecture of Intrusion Detection Systems which are used to mitigate the effect of 

malware. Section 4 reviews the literature about various types of IDS. Section 5 emphasize the 

need of IDS to detect internet attack and malware. Section 6 identifies the research gaps and 

suggests future research directions in the area of IDS. Section 7 concludes the present research 

study.  

1.1 Growth of Internet Attacks  

The growth of the Internet has transformed modes of communication, information sharing, 

shopping and working. Easy accessibility and connectivity also increases the risk of malware 



threats for Internet users. According to Kaspersky survey in 2013, 91% of the companies had at 

least one external security threat incident. On average 35% of companies encounter data leakage 

because of these attacks. Out of the companies surveyed, 66% of were attacked by viruses, 

worms, spyware and other malicious programs, while 61% were attacked by spam. Other 

significant types of attack include Denial of Services (DoS) and phishing attacks. Yet, despite 

this high incidence of security incidents, the discovery rate of malware is still as low as 6% 

(Kaspersky, 2013).  

According to PandaLab annual report (PandaLab, 2015), 34% of all malware ever created were 

produced in 2014 alone. Trojans remain the leading type of malware, and make up 68.84% of 

newly created malicious software. Viruses and worms are other types of malware which are 

created in significant numbers.  65.02% of the infected systems are attacked by Trojans, making 

them the major contributor of security threats. 45% of the web attacks mitigated in 2013 by 

Kaspersky products were being carried out using malware originating from the USA and Russia. 

A new form of vulnerability includes what are known as ‘zero day attacks’. These attacks are 

previously unknown and signature based detection systems are not still able to detect them. 

These vulnerabilities are much more serious as they are detected only after systems have been 

exploited by attackers (Symantec, 2015). From this analysis it is clear that despite much research 

and network security infrastructure development, exploitation of online information by new 

types of attack continue. 

2. Types of Malware  

Malware are designed to harm computer hosts and networks. Malware can also be used to steal 

sensitive information or passwords. Intrusions or attacks can be performed using different kinds 

of malware. Different types of malware and their descriptions are given in table 1 (Vinod et.al., 

2009).  

 

 

 



Table 1: Different types of malware with description 

Malware 

Type 

Description 

Adware This kind of malware automatically display different kind of advertisements on the host computer. 

Backdoors It is similar to Trojans or worms. It is used to open backdoor on a host system to access information 

by attackers/ hackers. Backdoor is used to bypass normal authentication procedure. 

Bot A malware which is used to gather information or automatically interact with Internet Relay Chat 

(IRC), with instant messaging (IM) etc.  It is self propagating software used to infect hosts and act as 

command and control by connecting back to central server.  

Browser 

Hijacker 

This malware is used to redirect user's normal search to attacker's intended search activity. It changes 

browser's settings and changes user's home page and default search engine. 

Keyloggers It is used to steal user's information, login name, password by logging everything user type on 

keyboard and sent back information to key logging programs. 

Rootkit This is most dangerous and widely used malware. It remotely accesses and controls host system 

without the knowledge of user. After installation of rootkits on host system, it can be used to execute 

files, steal sensitive information, steal passwords, change settings or control it as zombie system. 

Spyware It is a malware used to spy host user without their knowledge. It tracks Internet activities, keystrokes 

or account information of user and creates profiles for marketing or personal gain purpose. 

Trojans It looks legitimate but after user tricked to execute it on their system it can initiate attacks on host 

system. Trojans can also be used to damage user’s files, delete data or steal useful information. It is 

also used to create back door to gain access to host system. 

Virus It is a type of malware which propagates by inserting a self copy into another program thereby 

becoming part of it. It travels by leaving infections from one system to another. It can cause damage 

to data, software or files. Viruses are attached to executable files and some time remains idle until 

triggered by some events. Viruses need some media like host file, programs, software, documents, e-

mail, disk, file sharing or network to spread. 

Worm It is similar to a virus because it replicates itself and causes damage to file, documents, software etc. 

Unlike virus which needs infected host file to spread, worms are standalone software and has 

capability to spread via network. 

3. Intrusion Detection System: An Introduction  

Intrusion Detection System (IDS) monitors computer networks for anomalous activities. Figure 1 

shows the basic components of an IDS.  

  



 

 

 

 

 

 

 

 

 

Figure 1: A typical Intrusion Detection System 

These components are described as follows: 

Monitored System: IDS can be host or network based depending on the monitoring perimeter. 

Network IDS is placed at a place in networks to monitor the traffic dataset. It processes the 

traffic passed through that network and analyze it for possible attacks and abnormalities. Host 

IDS resides on particular host or device and monitors inbound and outbound traffic for that host.  

Data Collection: Network traffic dataset is captured from monitored system. The traffic can be 

captured from network or particular host depending on monitored system. This dataset is then 

used for training of the IDS for normal and anomalous patterns.  

There are many tools available for network traffic packet sniffing. For example, Wireshark is an 

open source network protocol analyzer. Tcpdump is command line based packet capturing tool. 

Kismet is wireless network detector and packet sniffer. Ngrep is a command line tool works on 

pcap library. NetworkMiner can be used as passive sniffer tool or as pcap file analyzer. A packet 



capture library jpcap is available to create own packet sniffing tool. It allows users to capture and 

analyze real time network traffic  

Data Preprocessing: The captured dataset is raw in nature and may contain missing values and 

redundant packets. It is preprocessed to clean missing values and to remove duplicate as well as 

redundant instances. The network traffic dataset is huge and sample size reduction methods are 

required to be deployed. Java, Matrix Laboratory (MATLAB) or any other computational tools 

can be used in pre-processing.  

Intrusion model:  This is the most important stage where the IDS learns the normal and 

abnormal behaviors. These patterns are recognized by the Intrusion Model based on its training.  

If test data contains anomalous pattern or deviates from normal pattern, an alarm is raised. 

Modern IDS use machine learning and soft computing techniques to train themselves. 

Alarm Reports: Based on intrusion recognition report, a signal is generated suggesting that 

system/ network or host has been attacked. Immediate action from administrator is needed to 

mitigate effect of attacks. 

4. Recent Research in Intrusion Detection System: A Review 

Numerous studies have been undertaken to discover the various methods for controlling 

malware. A literature review these methods was conducted and the findings are discussed in this 

section. The literature review was carried out to gather knowledge about malware, types of 

malware, their epidemic effects, Intrusion Detection Systems as a malware mitigation method 

and identify various research gaps. The systematic literature review process was used. The 

databases of the following international publishers were searched: IEEE, Elsevier, Springer, 

ACM, and Emerald Insight. In the first phase of searching various keywords and topics including 

Internet, online system, cyber attack, intrusion detection system, Malware etc. were selected. In 

the next phase, the literature was studied and analyzed in relation to the targeted objectives of the 

study.  

The IDS can be broadly classified as signature, anomaly or hybrid based. The descriptions of 

these IDSs are given below: 



4.1. Signature Based IDS 

Signature based detection schemes recognize intrusions by matching observed data with 

predefined descriptions of intrusive behavior. Therefore, corresponding to known attacks, a 

signature database is specified priori (Elshoush and Osman, 2011). In this type of IDS, only 

abnormal behavior space is learnt and rest is considered normal. This is knowledge based 

simplest detection method. However, it is ineffective for detecting unknown attacks. This 

method is also time consuming and it is difficult to keep definitions updated (Liao et. al., 2013). 

Researchers have developed many signature based techniques. Some of these techniques are 

discussed in this section. 

Network-based Length-based Signature Generator (LESG) is designed for the worms exploiting 

buffer overflow vulnerabilities. These signatures are inherent to buffer overflows, and are very 

difficult for attackers to hide. LESG is fast, noise tolerant and has efficient signature matching 

capability. Evaluation of this technique on real-world vulnerabilities in network traffic proves 

that it is able to achieve these goals (Wang et. al. 2010). 

It is important to precisely understand the conditions under which IDS are capable to detect 

attacks or fails. Recognizing that signature is important to provide the specification of an IDS 

engine, so, studying the accuracy of an IDS engine becomes a black-box testing problem. Mature 

testing techniques can be used for precise and systematic evaluation to derive tests from IDS 

signatures (Massicotte and Labiche, 2010). 

Bayesian networks are used in the process of intrusion detection in computer networks. Bayesian 

system for intrusion detection (Basset) is integrated with Snort, an open-source network intrusion 

detection system (NIDS), by incorporating Bayesian networks as additional processing stages. 

This integration extends the functionality of Snort which provides better detection ability and 

lowers the rate of false alarms  (Tylman, 2010). 

Signatures for worms are generated efficiently using Network-based Signature Generation 

(NSG) known as PolyTree. This system is proposed especially to secure networks against 

polymorphic worms. Tree structure can be used to properly reflect their familiar resemblance of 

worms and named as signature tree. It consists of two main components; one is signature tree 



generator and another is signature selector. An incremental signature tree generation algorithm 

from worm sample clustering is used in signature tree generator in order to construct and refine 

up-to-date signatures. This efficient incremental signature tree construction deals with how the 

worm variants evolve over time which provides opportunity to revive new worm sample. The 

signature tree generator is used to construct current signature tree which shows the relations of 

worms and their variants (Tang et. al., 2011). 

F-Sign is proposed for automatic extraction of unique signatures from malware files. This 

technique is suggested for deep-packet inspection based high-speed network traffic filtering 

devices. IDA-Pro based disassembly and state machines are used to obtain the set of functions 

comprising the executable from malicious executable. This model is capable of minimizing 

false-positive detection errors by eliminating functions appearing in the common repository from 

the signature candidate list. Entropy score is used in intelligent candidate selection to generate 

signatures to further minimize false positive rate (Shabtai et. al., 2011). 

The string extraction and matching are among the most widely used techniques for signature 

generation of various kinds of worms. Semantics Aware Statistical (SAS) algorithm is proposed 

to automatically generate effective worm signatures in an adversarial environment. Sometimes 

attackers manipulate byte distributions in payloads and inject well-crafted noisy packets in order 

to contaminate the suspicious flow pool. Data flow analysis is used to remove non-critical bytes 

from suspicious flow pool. State transition graph based signatures are generated using Hidden 

Markov Model (HMM) on refined data. This technique integrates semantic analysis with 

statistical analysis to automatically generate worm signatures (Kong et. al., 2011). 

Researchers developed an adaptive character frequency based exclusive signature matching 

scheme (ACF-EX) which can improve the signature matching process for IDS. The ACF-EX 

scheme is implemented in a distributed network environment. The performance is evaluated by 

comparing results with Snort IDS. A packet filter is constructed which is used to filter network 

packets by conducting exclusive signature matching (Meng et. al., 2013). The finite automata are 

used to find regular expression. Non-deterministic finite automaton (NFA) is used in a memory 

based architecture to speed up regular expression matching. This technique also supports 

dynamic updates and offers constant throughput (Pao et. al., 2013). The contextual information 



and hash functions are integrated with intrusion detection system to construct an adaptive hash-

based non-critical alarm filter. This filter is capable of discarding non critical alarms (Meng et. 

al., 2014). Stochastic learning is integrated with protocol specification based model structure to 

generate the HTTP intrusion signatures. These signatures are then used for Network Intrusion 

Detection System (NIDS) (Garcia-Teodoro et. al., 2015). Latent Dirichlet Allocation (LDA) 

algorithm is used to generate rules to detect intrusions. This method automatically analyze the 

network traffic and signatures are extracted which are then used as rules. LDA inferential topic 

model is then used to identify malicious software (Lee et. al., 2016). Table 2 shows summary of 

various techniques used in signature based IDS.  

Table 2: Summary of existing signature based IDS that being reported in the literature 

Sr. No. Authors (Reference) Year Technique Used 

1 Wang et. al.  2010 Network-based Length-based Signature Generator (LESG) 

2 Massicotte et. al.  2010 Specification based Testing 

3 Tylan et. al.   2010 Bayesian Networks (Basset) 

4 Tang et. al.  2011 Network-based signature generation (NSG) 

5 Shabtai et. al.  2011 Function based Signature Generation 

6 Kong et. al.  2011 Semantics Aware Statistical algorithm and Hidden Markov Model 

(HMM) 

7 Meng et. al.  2013 Adaptive Character Frequency-based EXclusive (ACF-EX) 

signature matching scheme 

8 Pao et. al.  2013 Non-deterministic Finite Automaton (NFA) 

9 Meng et. al.  2014 Hash-based Contextual Signatures 

10 Garcia-Teodoro et. al. 2015 Automatic generation of service-specific, semantic-aware  HTTP 

intrusion signatures 

11 Lee et. al.  2016 Automatic Signature Generation for Malwares Using Latent 

Dirichlet Allocation 

4.2. Anomaly Based IDS 

Anomaly IDS is usually operating system independent and it is very effective to detect unseen 

attacks. The difficulty with this method is to keep profile accurate due to changing behavior of 

internet attacks and malware (Liao et. al., 2013). This strategy suggest that abnormal behaviors 

are rare and thus tries to model what is normal rather than what is anomalous. These detectors 

generate an anomaly alarm whenever the deviation between a given observation at an instant and 

the normal behavior deviates than a predefined threshold (Elshoush and Osman, 2011).  



Genetic Clustering based intrusion detection automatically creates normal and abnormal clusters 

and effectively detects intrusions. This unsupervised technique operates in two phases. In first 

phase, network data is grouped by taking nearest neighbor. Second phase obtains near optimal 

detection rate by genetic optimization (Liu et. al., 2004). Intrusions are also detected by 

multilevel hierarchical Kohonen Net (K-Map). It has advantages of computational efficiency 

(Sarasamma et. al., 2005). The hierarchical Random Subset Selection–Dynamic Subset Selection 

(RSS-DSS) algorithm is used for dynamically filtering large datasets. Then Genetic 

programming (GP) is deployed to train large dataset (Song and Heywood, 2005). 

Hierarchical Hidden Markov model (HHMM) is used to represent a temporal profile of normal 

behavior in a computer system by learning from historic data (Jia and Yang, 2007). Patterns of 

intrusions are built by IDS using random forest of training instances. After learning these 

patterns, intrusions are detected by outlier detection algorithm (Zhang et. al., 2008). AdaBoost 

can be used to increase the efficiency of IDS. In this technique decision stump is used as a weak 

classifier. The decision rules are defined for both categorical and continuous attributes. Both 

types of attributes are combined to form a strong classifier (Hu et. al., 2008).  

A scheme is introduced in (Xie and Yu, 2009) to achieve early attack detection and filtering for 

the application-layer-based DDoS attack. Browsing behaviors of web surfers are described using 

extended hidden semi-Markov model. Due to large state space of proposed model, it requires 

more computational time. This time is reduced using M-algorithm based forward algorithm. 

Anomaly can be detected using feature based IDS by constructing histogram of different traffic 

features. This model is used to identify deviation of normal behavior of network traffic patterns. 

The researchers working in the area of malware detection still have medium number of false 

alarm rate which is an open challenge in anomaly detection (Kind et. al., 2009). Fuzzy measures 

and fuzzy sets are used to design simple and robust alert aggregation algorithms for reducing 

false positives in anomaly detectors through fuzzy alert aggregation (Maggi et. al., 2009).  

Sequential anomaly detection based approach is used on temporal-difference learning on multi-

stage cyber attacks. Complex sequential data consists of a series of temporally related behavior 

patterns which makes modeling and prediction a difficult task in anomaly based IDS. Markov 

reward process is used to construct anomaly detection model of complex sequential behaviors by 



estimating the value functions (Xu, 2010). An approach based on the analysis of non-stationary 

properties and hidden recurrence patterns occurring in the aggregated IP traffic flows is proposed 

for network-based anomaly detection. In the observation of the above transition patterns for 

detecting anomalous behavior, recurrence quantification analysis, a nonlinear technique widely 

used in sciences to explore the hidden dynamics (Palmieri and Fiore, 2010).  The attackers can 

be divided into two groups – smart insiders and naïve attackers. Smart insiders can learn from 

history and dynamically adopt strategies to avoid detection. Naïve attackers blindly launch 

attacks without knowledge of the history. Game theory based reputation establishment—one for 

systems solely consisting of smart insiders and the other for systems in which both smart insiders 

and naïve attackers is proposed to improve the performance of anomaly based IDS (Zhang et. al., 

2010). 

Parametric methods and aggregate traffic statistics can be used to detect network anomalies. 

Long training phase or manual parameter tuning can be avoided using statistical models for 

anomalous and background traffic in the time domain. Bivariate Parametric Detection 

Mechanism (bPDM) can detect anomalies and low rate attacks using sequential probability ratio 

test. This model is constructed using traffic-rate and packet-size statistics that eliminates most 

false positives (Thatte et. al., 2011).  

BrowserGuard, a behavior based solution is proposed to protect from ‘drive-by-download’ 

attacks. This technique analyzes the download scenario of every downloaded object. Based on 

the download scenario, BrowserGuard blocks the execution of any executable file that is 

downloaded to the host machine without the consent of a user (Hsu et. al., 2011). Researcher also 

uses decision tree based light weight intrusion detection using a wrapper approach and then a 

neuron tree model is employed as classification engine which imparted a detection rate superior 

to ANN and extended C4.5 algorithm (Sindhu et. al., 2012). Fuzzy set theory is integrated with 

Genetic Network Programming (GNP) to deal with discrete and continuous type of dataset. 

Enhanced class association rules increase the detection rate (Mabu et. al., 2011).  

A Real-Time Intrusion Detection System (RT-IDS) is designed using Decision Tree. This 

technique is used in offline detection. After analysis of results, Back-Propagation Neural 

Network (NN), Decision Tree, Ripper Rule techniques are suggested for better intrusion 



detections accuracy (Sangkatsanee et. al., 2011). Researchers propose many approaches for 

anomaly detection, including a system for new extracted features for host-based intrusion 

detection which works on three viewpoints of system activity such as dimension, structure, and 

contents (Kang et. al., 2012). Receiver operating characteristic based system is proposed in order 

to efficiently adapt ensembles of HMMs (EoHMMs) in response to new data as per learn-and-

combine approach. A pool of base HMMs is generated from the data using a different number of 

HMM states and random initializations whenever a new block of training data is arrived 

(Khreich et. al., 2012). Extreme Learning Machine (ELM) is single hidden layer feed forward 

artificial neural network. It works fast by optimizing weights in a single iteration (Cheng et. al., 

2012).  

An online intrusion detection technique is developed using rough set theory and Q-learning 

(Sengupta et. al., 2013). Concept drifting data streams are used in adaptive ensemble approach 

for classification. This model is updated automatically by traditional mining classification. Three 

classification algorithms namely Expectation–Maximization (EM), C4.5 and K-Nearest 

Neighbor (KNN) are deployed to test performance of the system (Farid et. al., 2013). Hybrid 

Intelligent Intrusion Detection and Prevention System (IIDPS) is used to detect intrusions in 

early stage. SVM with three types of kernel (Linear, polynomial and RBF) is used to detect 

unknown attacks (Alazab et. al., 2014). A data clustering based Optimum-Path Forest Clustering 

algorithm (OPFC) is used to estimate the probability density function (pdf). Intrusions are 

detected by learning pattern though graphs (Costa et. al., 2015). Cuttlefish optimization 

algorithm and decision tree are also used to detect intrusions (Eesa et. al., 2015). Content based 

anomaly detection approach is proposed in order to detect suspicious packet payload. One class 

multinomial Naive Bayes classifier is used to identify HTTP attacks (Swarnkar and Hubballi, 

2016). Artificial Immune System is used to develop proactive anomaly detection and prevention 

system. Negative selection algorithm is tuned to make it evolve and facilitate to detect malicious 

activities (Saurabh and Verma, 2016). Evolutionary system like honey bee colony approach can 

be used to secure cyber world. These colonies survives in very little resources and using local 

information. Research investigations shows that this self organizing anomaly detection method 

can be rapidly applied to identify malicious activities (Korczynski et. al., 2016).  Researchers 

also carried out recent survey for IDS techniques used in the past. These techniques are divided 



into different groups like statistics, pattern, rule, state and heuristic based. The advantages and 

benefits of these techniques are also highlighted (Liao et. al., 2013). Table 3 shows summary of 

various techniques used as anomaly based IDS in past years.  

 

 

Table 3: Summary of existing anomaly based IDS that being reported in the literature 

Sr. No. Authors (Reference) Year Technique Used 

1 Wun-Hwa Chen et. al.   2005 ANN,  SVM 

2 Sarasamma et. al.  2005 Hierarchal Kohonenen net (k-Map) 

3 Song et. al.  2005 Random Subset Selection – Dynamic Subset Selection (RSS-

DSS) and Genetic Programming 

4 Jia  et. al.  2007 Hierarchical Hidden Markov Models (HHMM) 

5 Zhang et. al.  2008 Random Forest 

6 Hu et. al.  2008 AdaBoost - Decision Stumps 

7 Xie et. al. 2009 Hidden Semi – Markov Model 

8 Kind et. al..  2009 Histogram 

9 Maggi et. al.  2009 Fuzzy Sets 

10 Xu et. al. 2010 Markov reward process model 

11 Palmieri et. al.  2010 Recurrence Quantification Analysis (RQA) 

12 Zhang . et. al.  2010 Game Theory 

13 Thatte. et. al.  2011 Bivariate Parametric Detection Mechanism (bPDM) 

14 Hsu et. al.  2011 Microsoft Browser Helper Object (BHO) and API Hooking 

15 Sindhu et. al.  2011 Decision Tree 

16 Shingo et. al. 2011 Genetic Network Programming based Fuzzy Class 

Association Rule Mining 

17 Sangkatsanee et. al.  2011 Back-Propagation NN, Decision Tree, Ripper Rule 

18 Kang et. al.  2012 Support Vector Data Description 

19 Khreich et. al.  2012 ROC-based ensembles of HMMs 

20 Cheng  et. al. 2012 ELM 

21 Sengupta et. al.  2013 Rough Set Theory and Q-Learning 

22 Farid et. al.  2013 EM,  C4.5,  KNN 

23 Alazab et. al.  2014 SVM  

24 Costa et. al.  2015 Optimum-Path Forest Algorithm (OPFC) with KNN 

25 Eesa et. al.  2015 Cuttlefish Optimization Algorithm, Decision Tree 

26 Swarnkar and Hubballi 2016 One class Naive Bayes classifier 

27 Saurabh and Verma 2016 Artificial Immune System 

28 Korczynski et. al. 2016 Artificial Honey Bee Colony 

4.3. Hybrid IDS 



Signature based detection system can only detect attacks which are known to system and for 

which signatures are defined. Anomaly based detection has higher False-Positive rate. These 

techniques can be combined to give better results and are known as hybrid detection schemes 

(Elshoush and Osman, 2011). 

Improved fuzzy and data mining techniques are used in hybrid model which are capable to detect 

both signature and anomaly attacks (Shanmugam and Idris, 2009). The Hybrid Intrusion 

Detection System (HIDS) contains three sub-modules - misused detection, anomaly detection 

and signature generation module. Misused detection module constructed using snort. Anomaly 

detection module is constructed using frequent episode rule and signature generation module is 

based on a variant of Apriori algorithm (Ding et. al., 2009). Hybrid RBF/Elman neural network 

model is used for anomaly as well as misuse detection. This technique is able to detect 

temporally dispersed and collaborative attacks. Real time patterns are discovered using RBF 

neural network whereas Elman network is used to restore the memory of past events (Tong et. 

al., 2009). Another HIDS based on protocol analysis and decision tree algorithms is suggested in 

(Yang et. al., 2010). A hybrid model is used to correlate alerts accurately and efficiently as well 

as boost the model in course of time. This model consists of two parts. One part is an ‘attack 

graph-based’ method to correlate alerts raised for known attacks and hypothesize missed alerts. 

Another part is a ‘similarity-based’ method to correlate alerts raised for unknown attacks which 

cannot be correlated using the first part and also to update the attack graph. These two parts 

cooperate with each other such that if the first part could not correlate a new alert, the second 

part handles this anomaly (Ahmadinejad et. al., 2011). 

Performance evaluation of the proposed system is conducted using Generalized Stochastic Petri 

Nets (GSPN). This hybrid system can reach a high detection rate.  In (Handra and Ciocarlie, 

2011) combination of Density Based Spatial Clustering of Applications with Noise (DBSCAN) 

and anomaly detection is also proposed. This hybrid method is more accurate in terms of 

detecting anomalies and far superior in terms of speed than the normal DBSCAN algorithm. A 

decomposition structure is proposed by integrating misuse and anomaly based IDS. The normal 

training dataset is decomposed into different sub dataset using C4.5 decision tree. One class 

SVM is used to create anomaly detection model. This model uses known attack information to 

enhance its ability of malicious behavior detection (Kim et. al., 2014). A hybrid approach of real 



valued negative selection based detector along with clustering, meta-heuristic and genetic 

algorithm is proposed to detect malicious activities. Redundant detector are also reduced using a 

reduction step (Ghanem et. al., 2015). Researcher also proposed a hybrid of two anomaly 

component and one signature based detection component. KNN is used as anomaly component 

in first stage. In the second stage normal traffic is classified using anomaly based identification 

method while attacks are detected using signature based method (Guo et. al., 2016). Table 4 

shows summary of various techniques used in hybrid IDS in past years.  

Table 4: Summary of existing hybrid IDS that being reported in the literature 

Sr. No. Authors (Reference) Year Technique Used 

1 Shanmugam et. al. 2009 Fuzzy Logic 

2 Ding et. al.  2009 Snort, Apriori Algorithm and Frequent Episode Rule 

3 Tong et al   2009 Hybrid RBF/Elman Neural Network 

4 Yang et. al.  2010 Protocol Analysis, Decision Tree and Generalized Stochastic 

Petri Net (GSPN) 

5 Ahmadinejad. et. al. 2011 Attack Graph, Queue Graph and alerts bisimulation technique 

6 Handra et. al.  2011 DBSCAN, KNN and Random Forest 

7 Kim et. al.  2014 C4.5 Decision Tree and One Class Support Vector Machine 

(SVM) 

8 Ghanem et. al. 2015 Meta-heuristics and Clustering 

9 Guo et. al. 2016 K Nearest Neighbor and Attack Signatures 

5. Need for IDS for preventing Internet Attacks and increasing Malware Detection 

As discussed in the introduction, in a world of rapidly developing technology, the Internet is 

facing various threats including malware. Malware is a generic term which includes viruses, 

worms, Trojan horses, spyware, and adware. Hackers uses malware for intrusion into computer 

networks to steal information such as passwords, files, and financial data. Even internal Local 

Area Networks (LAN) are seriously struggling with malware. Malware can spread across the 

whole network and start communication which unnecessarily increases traffic. Due to the 

resulting lesser availability of bandwidth users suffer degradation in the quality of service. Such 

attacks affect the productivity of internal computer networks in terms of bandwidth and other 

resources. Some of the malware focuses only on bandwidth exhaustion so that user is unable to 

get their share of bandwidth. Malware uses advanced features such as dynamic ports, IP address 

spoofing, and encrypted payload to avoid detection (Abraham and Chengalur-Smith, 2010). 



These intrusions need to be identified before any type of loss to the organizations is experienced. 

As the above review demonstrates, signature based payload inspection can detect only known 

attacks. The detection of malware is difficult due to its dynamic behaviors in signature/ payload 

inspection based systems. Unknown malware attacks can be detected by discovering patterns in 

network traffic dataset. IDS is designed to defend the network from malicious activities. 

Anomaly based IDS learns normal behavior from a network traffic dataset in order to detect 

attacks. This dataset is huge and imbalanced due to which machine learning based IDS faces 

problem to process whole dataset. This may also result in over-fitting and biased performance. 

So, it is necessary to identify intrusions created by malware through network traffic behavior 

analysis. These defense systems can also be integrated with other security systems like firewall 

to provide enhanced security. IDS can be used as a second wall of defense from 

malware/intrusions and try to discover if there has been a break through the firewall and access 

any system (Overton, 2005). Internet attacks and malwares can be detected using two broad 

methods. First method is definition based anti-virus/ anti-malware system and second is IDS. 

The anti-virus/ anti-malware system is the traditional method and uses definition of malware and 

attacks. In recent years, due to advancement of research in  behavior based system, the potential 

of IDS has increased (Menahem et. al., 2009). IDS is best suited for attacks and malware because 

of the dynamically changing behavior of modern malware and internet attacks. Researchers have 

also suggested the use of IDS to counter correlated attacks such as large-scale stealthy scans, 

worm outbreaks and distributed denial of service (DDoS) attacks (Zhou et. al., 2010). 

6. Research Limitations and Future Directions  

From the review of past research, some research gaps and limitation have been found.  

 

On the basis of these limitations, future directions for research are suggested as given below: 

• The network data is huge, imbalanced and has large numbers of features. So it is practically 

impossible to run classic soft-computing techniques on whole data. Sampling and feature 

selection technique may improve the analysis of such huge dataset. But these operations may 



change overall characteristics of data. Efficient algorithms for feature selection and sampling 

are desirable for intrusion detection. 

• Most of the network traffic profiling techniques are port/ packet/ payload/ flow and 

behavioral based. Port based approaches are no longer valid as malware may keep changing 

ports. Packet based approach has low accuracy rate and most of them are not in real-time. 

Payload based approaches are offline, slow and take time for corrective action. Activity and 

behavioral based approaches are still in initial stage. 

• Anomaly detection approach with high accuracy, low false alarm rate, less detection time and 

good feature selection technique is required. 

• Little emphasis has been given to developing IDS for wireless network as it is different from 

fixed network in many ways like mobility, absence of central points, bandwidth constraint 

and limited resources etc. (Liao et. al., 2013). 

• Parallel coordinated IDS are required for large scale and fast computer networks (Liao et. al., 

2013). 

7. Conclusions 

With the increasing usage of Internet in communication, online resource and information 

sharing, it has become an easy target for hackers and cracker to gain financial and other benefits. 

In the present study various types of attack are identified, and efforts to mitigate attacks on 

online resources using Intrusion Detection System (IDS) are reviewed.  

From review of past research, it is found that the signature based approaches have high detection 

rate for known attacks but these techniques fails miserably for unknown threats. These types of 

approaches need regular updating of attack signatures.  Anomaly based approaches can be used 

to detect zero day attacks but these have high rate of false alarms. Anomaly detection techniques 

also experience low accuracy rate. Hybrid approaches can be used to find known and unknown 

attacks but are quite complex and takes longer time to generate alerts. These issues are open 

research challenges in the field of anomaly based IDS. Anomaly detection techniques with high 

accuracy, less false alarms and lower detection time are required. IDS specifically for wireless 

networks and large scale computer networks also crave increased research attention.   
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