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Alberto Huertas Celdrána,∗, Manuel Gil Pérezb, Izidor Mlakarc, Jose M. Alcaraz Calerod,
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Abstract

The evolution of mobile multimedia computing and artificial intelligence represents a sig-
nificant challenge in terms of real-time data processing and data protection management.
It can be seen in the EU and US, where governments are adapting their regulation laws
to meet current and future societal requirements. However, existing solutions provide lim-
ited capabilities and operate in isolation, focusing on protecting particular rights of citizens.
The main contribution of the article at hand is a novel platform, called PROTECTOR, that
protects sensitive data of EU and US citizens according to the rights provided by current
EU/US data protection regulation laws. Three case studies prove how PROTECTOR deals
with several citizen’s rights in two different legislation environments, such as the EU GDPR
and the US. Finally, a pool of experiments with a different number of citizens, policies, and
data have demonstrated the feasibility of the proposed solution.

Keywords: EU GDPR, US data regulation, data protection policies, personalized data
protection, management platform, mobile multimedia computing.

1. Introduction

In the new modern digital society era, the Information and Communication Technology
(ICT) becomes a key element that supports the needs and challenges of today’s society.
Paradigms and technologies such as Mobile Edge Computing, Artificial Intelligence, and
Cyber-Physical Systems (CPS) are examples of ICT evolution in the past 20 years. A
significant impact is also evident in the multimedia sector, where the scale of heterogeneous
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Calero), fgarcia@um.es (Félix J. Garćıa Clemente), gregorio@um.es (Gregorio Mart́ınez Pérez),
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data has become massive. In this context, mobile multimedia computing manages sensitive
data of different type, size, shape, and format [1]. Site visits, clicks, likes, photos, videos,
text, locations, dietary habits, or clinical records are just a few examples of sensitive data
managed by this area. Thus, the multimedia sector is highly exposed to secure management
of citizen’s data and the preservation of their rights and privacy [2]. As a result, governments
worldwide must address new cyber scenarios and create new data protection regulations to
accommodate them. The EU and the US, for instance, are continuously adapting their
regulations to mitigate ever-rising the risk and meet the societal requirements [3].

In May 2018, the GDPR, short name given to the General Data Protection Regulation,
was fully applicable in the EU [4], which is a new single and innovative mechanism for the
protection and regulation of sensitive data. Among the key aspects of this EU regulation,
we can find the definition of a single, comprehensive territorial scope, arguably one of the
greatest differences from the previous regulation. The GDPR now applies to any organiza-
tion in whose internal procedures the processing of sensitive data belonging to EU citizens
is located, regardless of its type or origin location. The GDPR entitles EU citizens with
the right to control their sensitive data by means of important rights and obligations, such
as right to erasure, consent and revocation, data breach notifications, and data portability,
just to name a few. Moreover, organizations must simplify their legal statements to be fully
understandable to citizens with minimal or no legal background. Finally, up to e20 million
or 4% of the annual worldwide turnover may be the fine for organizations that fail to comply
with the GDPR.

In contrast to the EU, the US opts for a different model to protect the data of its cit-
izens. Rather than setting a single normative, US applies sector-specific data protection
laws and regulations that work in conjunction with state and federal legislation. Among the
most relevant legislation, the Federal Trade Commission Act (FTC Act) [5] regulates unfair
or deceitful practices; the Financial Services Modernization Act (Gramm-Leach-Bliley Act,
GLB) [6] controls the financial collection, usage, and reporting; and the Health Insurance
Portability and Accountability Act (HIPAA) [7] governs access to medical data. Also, state-
level laws are regulating the use of sensitive data. As an example, California was the first
state implementing a law to notify any security breach through the California Consumer
Privacy Act (CCPA) [8]. In summary, different pieces of sensitive data are protected de-
pending on the law, but there is no common definition of sensitive data. Moreover, each
law establishes different rights for US citizens, among which we consider data disclosure,
data breach, and portability as the most relevant ones. Regarding sanctions, they are also
contemplated but depend on the law and state. Table 1 shows a comparison of the main
aspects considered by the EU and the US data protection regulation laws.

One of the main remaining challenges is to create a management platform with which
to protect sensitive data of EU/US citizens and industry. Existing software tools have
demonstrated the provision of data protection [9, 10, 11], system and software assurance [12],
and risk management [13], but in an isolated way. Several platforms manage rights and
obligations specific to certain laws. However, they miss a large number of them, being
proprietary solutions instead of integrating with processes and libraries widely known and
considered by organizations. Finally, several solutions introduce open challenges associated
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Table 1: Main aspects of Data protection regulation in EU and the US.

EU US
Data
protection law

A single one (GDPR)
Different sectoral laws at federal and
state levels (FTC, GLB, CCPA, etc.)

Territorial
scope

General (28 EU members) States

Responsible
organization

Central EU authority Federal and state agencies

Data
regulated

Sensitive data
Sensitive data (no uniform definition
across all states and sectoral laws)

Affected
parties

EU citizens and
worldwide organizations
managing sensitive data
inside EU borders

US citizens and organizations, but it
depends on the law

Citizen’s
rights

Scope and retention,
portability, data erasure,
consent and revocation,
disclosure, and
anonymization

Each law establishes different rights:
GLB (disclosure and data breach of
non-public personal information),
HIPPA (portability, disclosure of health
data, and retention), FTC (unfair or
deceitful actions to citizens), etc.

Breach
notification

Yes Yes

Sanctions
Up to e20 million or 4%
of annual global

Depend on the state and law

with user-experience and policy-based mechanisms when dealing with citizens, announcing
their data protection preferences.

Considering all the above objectives, the main contribution of this work is a compre-
hensive and integrated management platform, PROTECTOR, which protects EU and US
citizens’ sensitive data according to the rights laid down by existing EU/US data protection
legislation. Another essential goal of PROTECTOR is to allow EU/US citizens to be able
to set their preferences on the management of their sensitive data and the data protection
rights associated with them in a user-friendly way. In particular, data protection rights
such as data anonymization, data scope & retention, data erasure, consent & revocation,
and data portability. The points below outline the subgoals to attain the PROTECTOR
platform definition.

• The PROTECTOR platform, which enables the protection of EU/US citizen’s sensi-
tive data regarding their preferences and data protection regulations. The proposed
platform also delivers security mechanisms allowing the organizations to comply with
data protection requirements.
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• A set of privacy policies giving EU/US citizens the ability to: i) decide and also control
in real time which data fragments can be treated, and by which organization; ii) which
of them can manage and store this data and where (geographical location); iii) the
temporal accords (when and how long) for processing sensitive data, and; iv) how each
organization should process data.

• Three case studies: first focused on anonymizing data collected and used by a single
US organization; the second is oriented to the EU GDPR and demonstrates how
PROTECTOR controls and monitors the portability and scope of the sensitive data
between EU and non-EU organizations; and the third showcases how PROTECTOR
manages the forgotten right of EU citizens about their sensitive data.

• A mobile application that allows EU/US citizens to define personal preferences regard-
ing anonymization, scope and retention, consent and revocation, portability of sensitive
data, and right to erasure. Additionally, citizens can visualize the data status and are
alerted in case of a data breach.

• Several experiments demonstrate the suitability, performance, and scalability of PRO-
TECTOR in terms of time required to discover data breaches in data management
processes under different conditions.

At this point, it is worth commenting that the present article is an evolution of a previous
work presented in [14]. The main differences between both are the definition of new types of
policies to protect citizen’s sensitive data, the presentation of a new case study more complex
than the one presented in the conference paper, the implementation of the Data Controller
plane and an Android mobile application, and several experiments for the PROTECTOR
performance and scalability evaluation.

The rest of this manuscript is organized as now presented. Section 2 highlights other
efforts focusing on existing solutions for data protection regulation. Section 3 outlines the
proposed PROTECTOR architecture, while Section 4 describes three case studies regarding
citizen’s rights that are managed in accordance with EU and US data protection laws.
Section 5 outlines the deployment and experimental results of the decision-making side of
the proposed platform. Finally, conclusions and future work are drawn in Section 6.

2. Related Work

Related works in the data protection context have been mainly focused on the follow-
ing two related research areas: privacy-preserving data publishing (PPDP) and privacy-
preserving data mining [15]. The former modifies, obfuscates, or hides parts of datasets in
a controlled fashion to later release and make publicly available the entire dataset. In [16],
PPDP was widely studied and the authors warned of a loss of utility of the data when dis-
torting such data before proper publication. Privacy-preserving methods to ensure PPDP
have been proposed for its application in diverse scenarios. As an example, the authors
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of [17] proposed the PrivCheck framework, which obfuscated user data on check-ins to en-
sure the utility of such obfuscated data to empower Location-Based Services (LBS). Another
example of PPDP oriented to smart applications was also proposed in [18].

Regarding the second research area, privacy-preserving data mining, systems are focused
on databases, containing statistical information, in which users send queries with the goal of
mining for insights. In this scenario, the owner of the database provides anonymized answers
to the performed queries [19]. The most relevant works in this area focus on the next two
anonymization approaches: syntactic anonymization and differential privacy.

Syntactic anonymization is also known as k-anonymity procedure [20]. It generalizes
entities of data records intending to enable that single disclosed records are indistinguish-
able. In this context, a record is k-anonymized if it is indistinguishable from k-1 entities in
the data. Other anonymization methods, such as micro aggregation, are commonly used.
Approaches such as l-diversity and t-closeness [21], which are based on further iterations of
k-anonymity, reach more security by making sensitive fields more statistically representative
or more relatively uninformative to adversaries. Nevertheless, the computational cost of
such solutions for large datasets is too prohibitive. With the goal of reducing computational
complexity, many heuristic algorithms have been proposed, such as Maximum Distance to
Average Vector (MDAV) [22] and Cyclic Best-First Search (CBFS) [23]. Despite the com-
putational feasibility of heuristic methods, in very large datasets their cost is prohibitive.

Beyond the research works analyzed above, several software projects related to the man-
agement of data protection rights have also been developed to comply with existing law
requirements. In this sense, a survey of privacy-oriented software tools and applications
from 304 vendors (259 in 2019 and 34 in 2017, when the first report came out) was pre-
sented in the “2020 Privacy Tech Vendor Report” [24]. This report clusters the products
into 11 major categories (one more than in 2019 and due to the GDPR) as far as their pri-
vacy management software is concerned, among which we find activity monitoring, consent
manager, pseudonymity, incident response, data subject requests, and privacy information
manager. However, none of the 304 analyzed solutions covers the 11 major categories con-
sidered in the survey. Besides, it is worthy to note that the survey misses essential rights
such as the erasure right and consent & revocation.

According to the previous report [24], OpenGDPR [25] is a publicly available and open
source framework compliant with GDPR. Its tools and mechanisms consider auditing and
migration capabilities as well as the right to be forgotten. The Baycloud Consent Plat-
form [26] provides a privacy-based solution that adequately considers and covers the up-
coming ePrivacy Regulation [27] and the GDPR, provided by a private company for sale to
handle personal data of customers. A parallel software application for consent management
was released by Consentua [28], an SME providing regulatory compliance to organizations
when processing data and allowing individuals to control over how personal data is used.
Both Baycloud Consent Platform and the one by Consentua are just a couple of examples
in privacy-aware software solutions for sale, provided by privately held companies. Aura-
Portal [29] ensures that employees process data in compliance with the GDPR. AuraPortal
GDPR includes citizens’ rights such as retention periods, explicit consent, customizable mea-
sures and files, records, diligence, or data breach communication. Madana [30] is another
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Table 2: Comparison between existing privacy-preserving and data protection tools (Y=yes, P=partially).

Data
monitoring

Consent &
revocation

Anony-
mization

Account-
ability

Data
breach

Erasure EU US

Baycloud [26] Y Y
Consentua [28] Y Y
Nymity [32] Y Y Y Y
OneTrust [31] Y P Y Y Y Y
AuraPortal [29] Y Y Y Y Y
Madana [30] Y Y Y Y
CENTRL’s [31] Y Y Y Y Y
PROTECTOR Y Y Y Y Y Y Y Y

solution that offers a system to protect electronic data from its origins. Madana proposes
a combination of asymmetrical encryption, trusted execution environments, and blockchain
technology to help organizations with the key aspects of the EU GDPR. CENTRL [31] is
another platform that covers the EU GDPR, ePrivacy, Brazil LGPD, California Consumer
Privacy Act, and other data protection laws. The CENTRL solution has a set of modules for
privacy compliance that deals with data mapping, data subject rights management, incident
response, and consent management, among others. Only two solutions listed in the previous
report are free, being able to partially comply with the EU and/or US directives:

• Nymity [32] offers an EU GDPR compliance toolkit based on the accountability prin-
ciple defined in the GDPR core. It includes a few identified policies, procedures, and
other accountability mechanisms, giving rules and guidelines to process personal data.
Data monitoring and data mapping are also considered by Nymity.

• OneTrust [33] provides a software platform enabling Privacy Management. It was
designed to help organizations comply with the California CCPA Act and the EU
GDPR. This platform offers a solution to manage accountability, consent, incidents
and breaches, to name a few, and it is being used by over 1,500 organizations globally.

To conclude, Table 2 shows a comparison between the key aspects of the most relevant
solutions covering essential citizens’ rights and data protection aspects aligned with EU and
US data protection laws. As it can be seen, there is no solution covering the principal and
more relevant rights of EU and US data regulation laws, as PROTECTOR does.

3. The PROTECTOR Management Platform

PROTECTOR is a platform that allows organizations to manage sensitive data of citizens
according to their preferences and the existing EU and US data regulation laws. Organiza-
tions integrating our platform into their management processes are considered as honest and
trusted, meaning that they do not intend to modify or fake the platform mechanisms and
communications. PROTECTOR provides the following key security and privacy aspects:
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• Data protection by design & default. On the one hand, PROTECTOR ensures the
privacy and protection of personal and sensitive data, taking into account the nature,
scope, and context of the data to guarantee their privacy by design regarding orga-
nizations processing data. On the other hand, PROTECTOR protects personal data
privacy by default, requiring citizens to express explicit consent to reveal pieces of
their sensitive data to specific organizations consuming them.

• Data protection audits. PROTECTOR allows competent authorities to audit the man-
agement processes performed by organizations processing data. PROTECTOR enables
added-value procedures and data protection mechanisms to efficiently track the per-
sonal data to audit the compliance (or not) of the processed information with the EU
and US data protection laws.

• Automated decision making. Related to the previous point, PROTECTOR enables
audits of the automatic processes performed by the platform components to ensure the
EU and US data protection law compliance. This fact allows citizens and authorities
to know if some data has not accomplished the right principles.

• Data breach obligations. PROTECTOR supports the active categorization of data
breaches based on data sensitivity and the dynamic impact of data exposure for dif-
ferent actors. In case of data breach, PROTECTOR also helps with its formal identi-
fication, providing authorities with the associated evidence, data revealed, and impact
or consequences of the data breach.

In our platform, citizens can define their privacy preferences in a user-friendly way and
protect the following rights:

• Data anonymization. Sensitive pieces of data belonging to citizens must be anonymous
when they decide.

• Data scope & retention. The purpose of data processing tasks cannot be different to
the allowed by the owner.

• Data erasure. Sensitive data cannot be stored or maintained after the expiration date.

• Consent & revocation. Organizations must ask citizens for consents when new pieces
of sensitive data are going to be processed. Additionally, organizations must provide
mechanism to revoke existing consents.

• Data portability. Different organizations must share sensitive data according to the
citizen’s (owner) preferences and existing regulation.

To enable the previous functions, PROTECTOR takes the following key actors: Citizen,
EU or US person owner of sensitive data who consumes services that require some pieces
of data; Data Processor, organization providing services that consume citizen’s sensitive
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Policy 
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Border Controller

Sensitive Data

Sensitive 
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Figure 1: Planes, components, and actors of the PROTECTOR management platform.

data; Data Controller, organization considering EU and US data protection laws and citi-
zen’s privacy preferences to control sensitive data; and Data Protection Officer, EU and US
authorities to ensure that data consumers enforce data protection regulation laws.

Figure 1 shows the relationship between the actors and PROTECTOR. The role of each
of these actors is elaborated below, as well as the function of all the components that make
up the PROTECTOR platform.

3.1. Data Controller plane

Among the main goals of the Data Controller plane, we highlight two. The first is
to provide EU and US citizens with the required mechanisms to define their preferences of
sensitive data management. The second is to audit that the data management processes have
been performed according to the citizen’s premises and existing laws. To achieve the previous
goals, privacy-preserving policies, metadata, and auditing mechanisms are considered by this
plane. Each organization compliant with EU or US data regulation laws plays the role of
Data Controller, and its data management processes should implement the components of
this plane.

EU/US end-users and regulatory authorities contact this plane using the Data Control
API & Dashboard component. It lets citizens define, modify, and remove policies indicating
their rights and protection preferences. Any organization must accomplish those preferences.
On the other hand, the component interacts with the regulatory authorities to send possible
data breaches and receive sanctions and countermeasures that must be enforced to solve the
breaches (e.g., disruption of services provided by organizations violating citizen’s rights).
Regulation authorities are responsible for enforcing sanctions, which can be checked out by
citizens interacting with the Data Control API & Dashboard component.

The Policy Manager component manages, evaluates, and stores citizen’s policies manag-
ing data protection rights, including portability, erasure, scope, anonymization, and consent
of sensitive data. Through policies, citizens establish which organizations have access to
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that data, how data must be treated, how long data can be used and stored, where data can
be stored and processed, and so on.

Policies in PROTECTOR are composed of: Type, indicates the right protected by the
policy; Maker, person or citizen whose sensitive data is controlled; Target, organization
processing sensitive data of citizens; Location (optional), geographic position in which the
policy consequent will be enforced; and Result, data protection right (or combination of
them) that organizations must consider during data management processes.

The types of policies supported by PROTECTOR are those aligned with the main citi-
zens’ rights considered by current data protection laws of EU and US (portability, erasure,
scope, retention, anonymization, and consent). However, the PROTECTOR platform is
flexible and generic enough to allow new types of policies in case of necessity (new rights
provided by future data protection laws). Regarding the policies themselves, despite having
designed them with enough fields to give excellent flexibility, policies are extensible, and
new relationships and data model elements could be added if any new policy requires more
expressiveness.

Policies enabled by PROTECTOR are expressed in Description Logics (DL), a formal
knowledge description language more expressive than propositional logic. Some fields making
up the policies consider spatial, temporal, spatiotemporal, and fuzzy description logic (as
shown in Section 4). The PROTECTOR policies are implemented with rules that keep
a relationship between the antecedent (body) and the consequent (result). In this sense,
whenever the conditions specified in the antecedent hold, the terms of the consequent must
hold as well. PROTECTOR provides rules and logic by combining the data model instances
with a rule markup language. It offers the full power of the knowledge base while ensuring
decidability and practicability.

Type ∧ Maker ∧ Target ∧ [Location] → Result

Once citizens have defined policies, the Policy Manager receives them. Later, policies
are evaluated to extract what metadata will be shared and what organizations will receive
the metadata. Finally, an internal database stores not only the policies but also evidence
logs produced by organizations processing sensitive data (detailed in Section 3.2).

The Metadata API is another useful component of this plane. It sends organizations that
manage sensitive data the policy results or protection metadata indicating what requirements
must be accomplished, as well as receives and stores evidence logs with the data management
processes details for further analysis (Figure 6d illustrates an example of evidence logs).

The Auditor analyzes the evidence logs according to the citizen’s rights, detailed by data
protection policies. After carrying out the auditing process, the Data Breach is charged with
checking if there are violations of the citizen’s rights. If so, Regulation authorities are notified
by the Data Breach component.

3.2. Data Processor plane

This component provides organizations with the elements required to protect sensitive
data by following the existing protection and regulation laws and the citizen’s preferences.
Organizations, regardless of their location, managing or storing sensitive data of EU/US
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citizens play the Data Processor role and their management processes should integrate the
components of this plane.

The lifecycle of the Data Processor plane starts when the Data & Metadata Manager
component receives the protection metadata extracted from the privacy-policies defined by
citizens. Section 3.1 details the policies considered by PROTECTOR to guarantee the
citizen’s data protection preferences. Once the metadata is stored in an internal database,
sensitive data is provided by the citizen through the same component.

Before starting with the data management and storage processes, the Enforcement com-
ponent checks and enforces the protection measures. For that end, this component hosts
heterogeneous security and privacy-preserving tools, mechanisms, and libraries, allowing
the companies to implement PROTECTOR to enforce the privacy-preserving preferences
of citizens. The elements making up this component are focused on ensuring key citizen’s
rights such as Portability, Data Erasure, Consent & Revocation, Scope & Retention, and
Anonymization. Section 3 shows how PROTECTOR deals with some of the previous rights.
In addition, the Enforcement component generates logs during its management processes
and stores them in an internal database as evidence logs. Finally, the Data & Metadata
Manager shares the evidence logs with the Data Controller plane for auditing purposes.

3.3. The Regulation & Infrastructure Environment

This plane is independent of our platform, but it is relevant to have a complete scenario
overview and understand the PROTECTOR platform potential. EU/US Agencies and Reg-
ulatory Authorities make up the Regulation plane to oversee, govern, and regulate the data
protection laws. Authorities have Data Protection Officers responsible for defining strate-
gies and guidelines for data protection, guaranteeing the compliance of data management
processes with law policies, and establishing sanctions for violations. Once sanctions are de-
cided, they are sent to the Data Controller plane and applied directly over the Infrastructure
Environment.

Finally, the Infrastructure environment hosts computational, storage, and networking
resources needed to enable the exchange of sensitive data, policies, metadata, evidence logs,
and notifications between organizations implementing the PROTECTOR platform. Each
country has a Territory Digital Border Controller to control and enforce the actions decided
by its Authorities, once data breaches occur and data protection is not accomplished by
Data Processor.

3.4. PROTECTOR Data Model

This section shows the detail of the data model used by PROTECTOR to shape the
functionality and relationship of its main actors. Figure 2 depicts the way in which PRO-
TECTOR controls and manage difference pieces of Sensitive Data belonging to Citizens.
Those pieces of sensitive data can belong to different families, such as Personal or Con-
textual. Data Controllers oversee controlling the sensitive data of citizens and auditing the
Evidence Logs provided as part of processing tasks performed by Data Processors. After the
auditing processes and in case of breaches or violations, Data Controllers are responsible
for informing the Data Protection Officer. Finally, Data Protection Officers regulate the
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conformity of data governing processes compared to law policies and establish sanctions for
violations.

Data Protection 
Officer

Evidence 
Log

reports

regulates

Sensitive Data

inherits

Citizen

hasSensitiveData

Data 
Controller

audits
controls

isControlledBy

Data 
Processor

generates

isProcessedBy

processes

...Contextual Data

Provider Data Personal Data

Figure 2: Data model used in the PROTECTOR management platform.

3.5. PROTECTOR Security Issues

This section provides an overview of the impact that internal and external cyberattacks
could have on the Data Controller and Data Processor planes. As we will see, the conse-
quences of cyberattacks depend on the target plane and the goal of the cyberattack.

Heterogeneous cyberattack vectors, such as malware, ransomware, botnets, man-in-the-
middle, spoofing, sniffing, or replay, can affect the Data Controller plane having different
impacts on the managed data. This data mainly refers to citizens’ privacy-preserving policies
and evidence logs. Below we explain the potential impact of cyberattacks on each type of
data, and we group them according to the attack goal.

• Data availability: Any cyberattack affecting the availability of privacy-preserving poli-
cies would imply that citizens cannot express their privacy preferences, or if they can,
the preferences would not be considered. In terms of evidence logs, the impact is also
high because the Auditor component of the Data Controller plane would not be able
to decide if the organization implementing the Data Processor plane had managed the
sensitive data according to the current law and the citizen’s preferences.

• Data confidentiality: Cyberattacks affecting the privacy of polices and evidence logs
would have a lower impact on our framework than those affecting the availability. Poli-
cies and evidence logs managed by the Data Controller plane do not contain sensitive
data.

• Data integrity: Cyberattacks affecting the integrity of data managed by the Data
Controller plane would have a high impact on PROTECTOR as well. This is because
the cyberattacks would change the content of policies and logs. In this context, if an
attacker changes the privacy preferences of citizens, or can alter the logs, the Data
Controller plane could not ensure that organizations implementing the Data Processor
Plane manage sensitive data according to the current laws and citizens’ preferences.
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Regarding the Data Processor plane, it is vulnerable to the same families of cyberattacks
affecting the Data Controller plane. However, the impact of those cyberattacks is different
since organizations implementing this plane manage sensitive data (apart from policies and
evidence logs managed by the Data Controller plane). Below, we detail the cyberattacks
impacts according to the target.

• Data availability: Cyberattacks hitting the availability of citizens’ sensitive data have
a high impact on the organization business model. Nowadays, data is one of the
most critical resources, if not the most important, for organizations. In this context,
cyberattacks could cipher or delete sensitive data provoking the disruption of the
organization services. Besides, cyberattacks affecting the availability of policies and
evidence logs will have the same impact as commented on the Data Controller plane.

• Data confidentiality: Any cyberattack leaking citizens’ sensitive data managed by the
Data Processor plane will provoke data breaches that could provoke legal consequences
for the organization implementing the Data Processor Plane. Besides, the privacy
preferences of citizens would not be accomplished due to the data breach. In terms
of cyberattacks affecting the confidentiality of policies and evidence log the impact is
similar to that explained for the Data Controller plane.

• Data integrity: Cyberattacks affecting the integrity of sensitive data could provoke a
high impact for the organization implementing PROTECTOR. On the one hand, the
quality of the organization’s services would be affected due to imprecise or fake data.
On the other hand, the cyberattack could provoke the breach of some policies, which
would produce sanctions. Finally, if the cyberattacks impact the integrity of policies
and logs, the consequences are similar to those defined in the Data Controller plane.

4. Applying PROTECTOR in Different Case Studies

This section presents case studies in three relevant and diverse scenarios where we demon-
strate how PROTECTOR allows citizens, organizations, and authorities to deal with the
GDPR and US data protection regulation laws.

4.1. Case Study 1: Sensitive Data Anonymization of Citizens Under the US Data Protection
Regulation

The Internet Protocol Television (IPTV) [34] has recently become one of the most promi-
nent applications demanded by consumers. From the providers’ standpoint, IPTV is an
excellent opportunity to improve customer experiences offering them customized recommen-
dations on audiovisual content based on age, gender, and behavior (e.g., searches or likes).
Data related to customization should be considered sensitive and heterogeneous data, which
should be managed according to current data protection legislation. PROTECTOR allows
the management of sensitive customer data according to the regulations in force in the US
as well as the data protection policies set by the users (citizens).
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The first case study presented below shows how a customer of a US IPTV Provider sets
his/her requirements regarding data protection with the primary intention of anonymizing
his/her personal data before any treatment by the IPTV provider. The Data Controller and
the Data Processor corresponds to a single entity running in the same area and under the
US legislation.

The US IPTV Provider operates as a Data Processor when handling customer’s sensitive
data, and as a Data Controller, when it lets set his/her custom policies regarding data pro-
tection. The US IPTV Provider’s customer establishes the anonymization policy as follows.
In this policy the US customer indicates that his/her personal data must be anonymized
before it is processed, managed, or used by the US IPTV Provider. Notice that data used
in the policies are formally defined in the data model of Figure 2, both for the one described
for this case study and those introduced in the following two case studies.

Type(#Anonymization) ∧ Citizen(#UScustomer) ∧ hasSensitiveData(#UScustomer,
?personal) ∧ isProcessedBy(?personal, #IPTVprovider) → hasAnonym(?personal, #TRUE)

Figure 3 displays the steps carried out by PROTECTOR to apply the anonymization
procedure of the US Customer’s personal data. First, the customer uses the Data Control
API & Dashboard to set the Anonymization Policy at the US IPTV Provider (blue arrows in
Figure 3). The policy reaches the Policy Manager to be evaluated and get the result (actions
to be taken) that should be applied by the Data Processing Plan: anonymize the personal
data of the US Customer. Next, the policy is added to the Data Controller database, while
the metadata (policy result) is shared with the Data Processor plane.

As a next step, the US IPTV Provider operating as a Data Processor receives from the
Data & Metadata Manager the data protection results as Anonymization Metadata, being
stored in the database for further use. When the data protection requirements are specified,
initially set by the US Customer, the green arrows in Figure 3 display the steps taken by
PROTECTOR when sensitive data belonging to the US Customer is provided to the US
IPTV Provider, checking that such requirements are being complied. Then, these data reach
the Data & Metadata Manager enabling the Enforcement’s Anonymization process to apply
the required mechanisms to anonymize the customer’s personal data. It is worth noting
that the Anonymization process can be performed in different ways, depending on the law
and regulation of each country. This module creates an evidence log that can be used to
demonstrate the proper procedure of the data management and the anonymization processes.
Both the anonymized data and related logs with evidence are stored in the database of the
Data Processor. Logs are later forwarded to the Data Controller for a new auditing process.

Lastly, the Auditor checks whether the anonymization process was met (or not) during
the data management cycle, allowing the US Customer to review the produced evidence logs
and results via the Data Control API & Dashboard.
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Figure 3: First case study. A US Customer sets an Anonymization policy at a US IPTV Provider, which is
operating both as a Data Controller and as a Data Processor.

4.2. Case Study 2: Exchanging Citizen’s Sensitive Data Between Different Organizations
Under the EU GDPR

This case study considers a Smart Home Provider located in EU legislation territory.
This provider improves the life of EU families by providing smart services such as intelli-
gent heating, electricity, gas, and water consumption per citizen’s behavior patterns and
contextual data [35]. Such services gather sensitive contextual data through sensors and
actuators from the smart home. Sensitive data is stored and further managed by the EU
Smart Home Provider. The smart home is located in a smart city as well, which is man-
aged by a Non-EU Smart City Provider. It offers management of critical infrastructures
and services for the targeted area, such as telecommunications, electricity, water, or gas.
Both entities operate as independent actors governing their data. Still, at a given time, the
Non-EU Smart City Provider is interested in using data managed by the other provider to
improve its services. For this, PROTECTOR enables the exchange of sensitive contextual
data from the EU Smart Home Provider to the Non-EU Smart City Provider, by applying
citizen’s data protection requirements and the current EU GDPR legislation.

This second case study shows how PROTECTOR enables the EU customer of the EU
Smart Home Provider to define his/her data protection requirements in terms of portability
and scope, especially useful when data migrates between various entities and even legal ter-
ritories. This case also shows how PROTECTOR manages a given data breach. Specifically,
the customer dictates what sensitive contextual data (and in what format) can be shared
between the EU provider and the non-EU one. The customer also defines that shared con-
textual data can only be stored and managed in the EU territory. Compared to the first
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Figure 4: Second case study. An EU Customer sets his/her Portability and Scope preferences through
policies, and the Data Controller and the Data Processor are different entities. A data breach is envisaged,
where a sanction is set to the Non-EU Smart City Provider in case contextual data is stored outside Europe.

one, the second case study is significantly more complex. The following actors and roles are
considered:

• an EU Smart Home Provider operating as a Data Controller to manage the data
protection requirements of its customers, which is also acting as a Data Processor at
the same time to provide personalized smart home services;

• a Non-EU Smart City Provider operating as a Data Processor and providing smart
and management functions of its own smart city infrastructure; and

• the EU Authority operating as a Data Protection Officer.

In this second case study, the EU customer (citizen) of the EU Smart Home Provider
establishes a portability policy with PROTECTOR, as depicted below. The policy indicates
that the EU Smart Home Provider can only share contextual data with the Non-EU Smart
City Provider related to the EU customer’s profile. As before, note that the data managed
by this policy is represented in Figure 2.

Type(#Portability) ∧ Citizen(#EUcustomer) ∧ hasSensitiveData(#EUcustomer,
?contextualData) ∧ isProcessedBy(?contextualData, #EU SmartHomeProvider) →
hasPortability(?contextualData, #nonEU SmartCityProvider)

The blue arrows of Figure 4 show the PROTECTOR elements in charge of managing the
customer’s Portability Policy. This process is like the one detailed in the first case study.

The customer also defines a scope policy, like the one described below, where the Non-EU
Smart City Provider can only store and manage sensitive contextual data of the EU Smart
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Home customer in Europe. The magenta arrows in Figure 4 guide the process to allow the
EU Customer to define this policy and share it with the Non-EU Smart City Provider.

Type(#Scope) ∧ Citizen(#EUcustomer) ∧ hasSensitiveData(#EUcustomer,
?contextualData) ∧ isProcessedBy(?contextualData, #nonEU SmartCityProvider) →
hasLocationScope(?contextualData, #Europe)

Once both providers store the metadata extracted from the two previous Portability
and Scope policies, the green arrows in Figure 4 depict the processes managing the EU
Customer’s sensitive contextual data in agreement with his/her data protection policies.
The EU Smart Home Provider gets from its database the sensitive contextual data related
to its services. Later it contacts the Portability module of the Enforcement component to
ensure that only the contextual data is exchanged with the Non-EU Smart City Provider.
The Portability module generates the evidence log and sends it to the Data Controller
plane to audit the whole management processes and check that customer’s data protection
preferences (in terms of portability) have been accomplished.

In parallel, the EU Smart Home Provider exchanges sensitive data through its Data &
Metadata Manager. Once the data is received by the Non-EU Smart City Provider, its Scope
& Retention manages the EU Customer’s contextual data according to preferences. Finally,
evidence logs are sent to the Scope & Retention of the EU Smart Home Provider to audit
the whole management process, as has been done in the previous portability process.

Let’s consider that during the auditing process, a data breach is detected by the Data
Controller plane of PROTECTOR (red arrows in Figure 4). The Data Breach component
is the one in charge of analyzing the outputs of the Auditor component to detect misbe-
havior and data breaches. The data breach is notified to the Regulation layer, managed
by the competent authority and out of the PROTECTOR scope. Data Protection Officers
belonging to the EU Authority are in charge of analyzing the type of data breach and decide
sanctions. Sanctions depend on the kind of data breach and the current data protection
regulation. In the EU and aligned with GDPR, they go up to e20 million or 4% of the
company annual global. The restriction of services and other technical countermeasures
also are contemplated by the law. In our scenario, and as an example, the Officer interacts
with the EU Territory Digital Border Controller to block the network traffic of the Non-EU
Smart City Provider. In parallel, the Officer contacts the Data Controller plane through
the exposed API of PROTECTOR and notifies the citizen the data breach. Additional info
regarding the Data Processor that provoked the data breach and sanctions are provided as
well. Figure 6d shows an example of this type of notification.

4.3. Case Study 3: Privacy-Preserving Management When a Forgotten Right Policy is
Breached and the Data Protection Officer Must Act Accordingly

The last case study is an extension of the previous one but focused on demonstrating how
PROTECTOR manages the forgotten right. In this sense, the Data Controller and Data
Processor, as in the last case study, are different entities. Furthermore, the EU Customer
defines a privacy policy indicating his/her right to be forgotten.
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Following the scenario defined in the previous case study, the citizen sets a data erasure
policy, like the one detailed below, indicating that sensitive data belonging to the EU Cus-
tomer and managed by the Non-EU Smart City Provider cannot be stored or processed for
more than one year.

Type(#DataErasure) ∧ Citizen(#EUcustomer) ∧ hasSensitiveData(#EUcustomer,
?sensitiveData) ∧ isProcessedBy(?sensitiveData, #nonEU SmartCityProvider) →
hasValidPeriod(?sensitiveData, #1year)

The blue arrows in Figure 5 show the different elements of the PROTECTOR architecture
in charge of ensuring the definition and storage of the DataErasure policy. In this sense, the
EU Customer uses the Data Control API & Dashboard belonging to the GDPR Controller
plane to define the previous policy. The rest of the steps are similar to the previous case
study.
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Figure 5: Third case study. An EU Customer sets a DataErasure policy to request his/her right to be
forgotten.

Once the metadata of the policy has been exchanged with the Non-EU Smart City
Provider, the Data Erasure component of the Data Processor plane enforces different privacy-
preserving mechanisms to perform the EU Customer’s forgotten right. These mechanisms
are basically in charge of checking automatically the number of days that the data is stored.
Once this number reaches the amount of 365, they directly delete the sensitive data. During
the periodic checks and once the data is deleted, the Data Erasure element generates evidence
logs and traces of the performed data management processes. Evidence logs are sent to the
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Figure 6: How a citizen can exercise with PROTECTOR his/her rights for data protection with a mobile
app, where all screen shots are focused on Case Study 2: a) define the portability policy as denoted in the
#Portability type; b) define the policy scope of the policy type #Scope; c) check the status of contextual
data handled by EU and Non-EU providers; and d) review the details of the data breach by the Non-EU
Smart City Provider due to contextual data was stored outside Europe.

Data Controller plane through the Data & Metadata Manager. After that, evidence logs are
sent to the Data Erasure element to the Audit component to check that the management
processes have been performed according to the policy defined by the EU citizen. Once
the audit process finishes without data breaches, the EU Customer can access the status of
his/her data through the Data Control API & Dashboard.

5. Deployment

This section presents the deployment details of the Data Controller plane of PROTEC-
TOR. Regarding the Data Processor plane, it is worth highlighting that the proposed man-
agement platform can integrate existing technologies and mechanisms oriented to enforce
the main aspects considered by the regulation laws. These aspects are data erasure, consent
& revocation, portability, and scope & retention.

5.1. Development of the Data Controller

The Data Controller API & Dashboard of the PROTECTOR platform allows that
EU/US citizens can define policies to protect their sensitive data and verify whether their
data is being appropriately processed (compliant with policies and laws). To this end, a
mobile application for Android has been designed and implemented. It interoperates with
the PROTECTOR Data Control API & Dashboard (detailed in Section 3), supplying this
real-time functionality to end-users:

• define and manage policies defined by end users enabling them to set their preferences
and restrictions in terms of data protection;

18



• provide audit reports on the sensitive data of the citizen, which are stored and pro-
cessed by organizations operating as Data Processors; and

• notify data breach and sanctions established by Authorities.

The mobile application has been developed by using the Android Studio version 3.6.1
and the Java development version 8. The application is compatible with Android 5.1 (API
level 22) and new versions, being compatible with almost the 85% of Android devices.
Figure 6 illustrates four screenshots of the case study mobile application of Section 4.2.
Figure 6a illustrates how the EU Customer sets a Portability policy, establishing that the
EU Smart Home Provider managing his/her sensitive data can only share contextual data
with the Non-EU Smart City Provider. Similarly, Figure 6b depicts how the EU Customer
(the same customer as above) determines a Scope policy to establish that the Non-EU
Smart City Provider can only store and manage his/her sensitive contextual data in Europe.
Furthermore, Figure 6c presents the situation of the sensitive contextual data processed by
both the EU and the Non-EU providers, in accordance with the data protection policies
defined in Figure 6a and Figure 6b. Finally, Figure 6d depicts the detailed information
provided by PROTECTOR to the EU Customer about a specific data breach, alerting the
customer that the sensitive contextual data was stored outside Europe breaching the Scope
policy of Figure 6b.

Figure 7 shows how data protection policies, defined and managed by citizens through
the Android mobile application, are received by the Policy Manager for further processing
and storage (Point 1 in the figure). This component implements a REST interface to receive
the policies and semantic rules written in Semantic Web Rule Language (SWRL) to process
them. SWRL defines axioms in Horn clause logic and in the form of if... then... rules.
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Figure 7: Implementation of the Data Controller plane.

The Policy Manager also receives information from Data Processors, e.g., logs of evidence
produced by the Data Processor and the rest of the elements depicted in the data model
of Figure 2. We chose the language OWL 2 (Web Ontology Language) instead of others
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(e.g., DAML+OIL, RDF, or RDFS) as it is more powerful and expressive, and it is an open
standard ontology language.

The policies and evidence logs are acquired by the Auditor periodically (Points 1 and
2). As previously indicated, the Auditor evaluates if organizations managing citizen’s sen-
sitive information have accomplished the citizen’s data protection preferences and current
regulation laws. We implemented this component using the Jena API and the Pellet se-
mantic reasoner. The Jena API loads the ontology containing evidence logs and generates
a model. This model is improved by the Pellet reasoner generating an inferred model that
considers the policies as well (Point 3). In Section 5.2, Figure 8 presents the time taken by
PROTECTOR to generate different inferred models.

When a citizen performs a query (Point 4), the inferred model and query are sent to
the Data Breach module (Point 5). After that, this component translates the query into
SPARQL and applies it over the inferred model to get a response (Point 6). Figure 9 shows
the time required to launch a query over different inferred models and obtain the answer.
This answer will indicate if a given Data Processor manages the citizen’s sensitive data of
the citizen in accordance with his/her preferences and the existing regulations. In case of
data protection breach, the citizen is notified though the mobile application and sanctions
can be established by the Data Protection Officer.

Regarding the Data Processor plane of PROTECTOR, some of the software solutions
shown in Section 2 such as Nymity or OneTrust can be deployed in this plane. Once
integrated, they will receive citizen’s data protection preferences sent by the Data Controller
as protection metadata using a REST API. After that, their data management processes
will be performed according to the services consumed by citizens. Finally, generated data
logs will be generated and sent to the Data Controller plane, which will audit the processes
carried out as previously indicated.

5.2. Performance of the Data Controller

In this section we performed several experiments to evaluate and measure the perfor-
mance of the Data Controller plane of PROTECTOR. The experiments were carried out to
answer the following two questions:

• Is the time needed to audit a data management process affordable?

• How the Data Controller plane scales as the number of citizens and data protection
policies vary?

It is worth noting that the results reported below were obtained after running the ex-
periments a hundred times and later calculating their arithmetic mean. The experiments
have been conducted in a 3.1 GHz Dual-Core Intel Core i5 processor with 8 GB of RAM.
To measure the PROTECTOR performance, we opted for conducting different experiments
with several grades of complexity. Such complexity level is based on the number of individ-
uals registered in the ontology and the amount of SWRL rules that make up the citizen’s
policies. As the total of both items grows, i.e., individuals and semantic rules, it causes
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an increase in the number of statements existing in the ontology, and therefore computa-
tional complexity is higher. Individuals stored in the ontology are called population. The
population in question was formed at random, although certainly controlled to ensure that
the elements making up the environment maintain a real distribution. Table 3 shows the
number of elements used within our experiments according to their percentages.

Table 3: Distribution per population.

Element Number Percentage
Citizens 200 2.1%
Sensitive data 4,000 42.9%
Data Controller 30 0.3%
Data Processor 80 0.9%
Data Protection Officer 15 0.2%
Evidence logs 5,000 53.6%
Total 9,325 100%

To assess the decision-making process scalability (second question at the beginning of this
section), we identified 30,000 individuals as the initial size of the population, which are later
increased by 30,000 more step by step. Table 4 depicts the proposed ontology complexity
(relationships between statements and individuals created by the semantic reasoner). As
has been observed, the amount of statements increases with the number of individuals
proportionally.

Table 4: Number of statements and individuals in each population.

Population 1 2 3 4 5
Individuals 30,000 60,000 90,000 120,000 150,000
Statements 229,831 664,739 910,043 1,128,155 1,348,086

Figure 8 indicates the time needed by the semantic reasoner to perform full validation
of the ontologies, which are composed of different groups of population (groups depicted
in Table 4). The reasoning time, shown in Figure 8, is the time required by the Pellet
reasoner to infer new knowledge. The inference of new knowledge starts from the data
modeled by the ontology and the output of this action is a new model (inferred model)
containing the individuals of the proposed population. When we compare the increase of
statements and individuals with the reasoning time taken by the decision-making procedure,
we conclude that our platform supports a large volume of statements in a reasonably short
time. Moreover, the fact of having more computational resources will reduce the reasoning
time due to the linearity property behind these results.

The above experiment demonstrates a linear relationship between the three elements
analyzed above, the individual, the statements, and the time of reasoning. However, it
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Figure 9: Query time for different populations and percentage of policies.

does not consider data protection policies. Therefore, in the next experiment, we check
how the PROTECTOR scalability is affected by policies. For that, we established different
percentages of policies in relation mainly to the number of citizens.

On the other hand, Figure 9 shows how the number of policies impacts the time required,
by the Data Breach component, to obtain the answers to the questions for different popu-
lations and rules (data protection policies). As can be deduced, policies have a low impact
on the PROTECTOR performance, as the difference between 25% and 200% of policies per
citizen is only a few milliseconds for all the populations analyzed.

As the major outcome of this section, the first experiment has demonstrated that when
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the number of citizens, sensitive data, Data Processors, Data Controllers, Data Protec-
tion Officers, and evidence logs is increased in a linear way in the ontology, the time of
the decision-making procedure is also increased linearly. Also, the second experiment has
demonstrated that the semantic rules making up the data protection policies are not having
a major time-effect on the PROTECTOR decision-making procedure.

6. Conclusion and Future Work

This paper presents a management platform called PROTECTOR, enabling the protec-
tion of citizens’ sensitive data following their privacy preferences and existing regulation laws
of the EU and the US. By using PROTECTOR, citizens can easily define user-friendly poli-
cies indicating what portions of their data can be managed, which organizations are allowed
to operate with these data, in which locations or territories their sensitive data can be stored,
how long these data can be stored, and in which way their data should be administered by
the organizations. PROTECTOR also facilitates a set of security mechanisms allowing or-
ganizations managing data from citizens to accomplish their particular preferences as well
as general data protection laws. Three case studies have also been presented to demonstrate
how PROTECTOR can manage various rights under EU and US data protection laws. Ad-
ditionally, a mobile application for Android has also been presented, with which citizens
can create and manage their data protection policies and check the status of sensitive data.
Finally, a series of experiments have been presented to measure the platform’s performance.
They demonstrate that PROTECTOR is both scalable when individuals and statements are
increased and efficient in terms of reasoning time for the decision-making processes.

As future work, we are already working on the implementation and deployment of the
Data & Metadata Manager as well as the Enforcement components of the Data Processor
plane. Organizations managing sensitive data from EU and US citizens would be able
to deploy and integrate this component into their data management processes. We also
consider the usage of distributed ledgers technology to ensure the evidence logs reliability
and avoid potential attacks against the data generated by our platform. Finally, we plan to
perform a security analysis to identify and study the most impacting attacks and failures
that could affect PROTECTOR and propose countermeasures to mitigate or at least reduce
their impact.
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